ls your software on dope?

Formal analysis of surreptitiously “enhanced” programs

Gilles Barthe, Sebastian Biewer, Pedro R. D’Argenio,
Bernd Finkbeiner, and Holger Hermanns

IMDEA Software (ES)  UN Coérdoba — CONICET (AR)  Saarland University (DE)

http://www.cs.famaf.unc.edu.ar/~dargenio/
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Motivation

You get a third party
technically compatible
cartridge but ...

+ Refuses to work
+ Shows a warning sign

< Informs “low toner” earlier than needed
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Motivation

Refuses third party
battery and chargers

Refuses or changes
your vote!!!

CONICET o~-® 2 IOOkm  UNIVERSITAT

oy, GO = & | une | ([P
L\, 0-».3 L= @ "“" SAARLANDES




Motivation

< “Chip tuning”:

The electronic control unit (ECU) is
reprogrammed to change characteristics
(e.g. power, emissions, fuel consumption)
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Motivation

Volkswagen emissions scandal
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A general characterization

< Why characterizations?
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Clearly not in the
interest of the manufacturer

A general chara

< Why characterizations?

To formulate and enforce rigid requirements on software driven
by public interest, so as to effectively ban software doping.
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Clearly not in the
interest of the manufacturer

A general chara

< Why characterizations?

To formulate and enforce rigid requirements on software driven
by public interest, so as to effectively ban software doping.

« A software system is doped if:

the manufacturer has included a hidden functionality in such a
way that the resulting behaviour intentionally favors a designated
party, against the interest of society or of the software licensee.

CONICET .o

OOkm  UNIVERSITAT

‘S;%
L | uNc ||lul||| DES

U SAARLANDES




Clearly not in the
interest of the manufacturer

A general chara

< Why characterizations?

To formulate and enforce rigid requirements on software driven
by public interest, so as to effectively ban software doping.

« A software system is doped if:

the manufacturer has included a hidden functionality in such a
way that the resulting behaviour intentionally favors a designated

party, against the interest of society or of thesoftware licensee.
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Not possible to formalize

E.g. iPhone 6
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Doping by discrimination

procedure PRINTER( cartridge_info)

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON(alert_signal)
WAITUNTIL(paper_available ?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

end procedure

CONICET ®

* =y ©.@: UNIVERSITAT
A\% . : [ UNC |I=ll m DES

Tl SAARLANDES

-
Vi
(&i7203

Nt

S




Doping by discrimination

procedure PRINTER(cartridge_info)

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL(paper_available ?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

parameters
Inputs
end procedure
p outputs
C NICET :‘ o 2% UNC “'@:ﬁln UNIVERSITAT




"oping by discrimination

A clean program

procedure PRINTER(cartridge_info)

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL(paper_available ?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

parameters

Inputs

end procedure outputs
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Doping by discrimination

procedure PRINTER(cartridge_info)
if BRAND( cartridge_info) = my-brand then

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL(paper_available ?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

else
TURNON(alert_signal) parameters
end if inputs
end procedure outputs
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Doping by discrimination

procedure PRINTER(cartridge_info)
if BRAND( cartridge_info) = my-brand then

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON(alert_signal)
WAITUNTIL(paper_available ?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

else
TURNON(alert_signal) parameters
end if inputs
end procedure outputs
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Doping by discrimination

« A program is clean (or doping-free) if for every parameter of
interest it exhibits the same visible outputs when supplied with
the same inputs.

CONICET  _o~® _ [ 2y IOOkm  UNIVERSITAT

{ | =
-~ Con (E i | one | [ o
L\ .,,._,‘W,} y N I SAARLANDES




Doping by discrimination

« A program is clean (or doping-free) if for every parameter of
interest it exhibits the same visible outputs when supplied with
the same inputs.

+ Formal |y: non-deterministic

S - Param — In — 20ut

S 1s clean (or doping-free) if for all
p,p’ € Plntrst and i € In, S(p)(i) = S(p’)(i)
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Doping by discrimination

« A program is clean (or doping-free) if for every parameter of
interest it exhibits the same visible outputs when supplied with
the same inputs.

+ Formal |y: non-deterministic

S - Param — In — 20ut

S is clean (or doping-free) if for all
p,p’ € Plntrst and i € In, S(p)(i) = S(p’)(i)

E.g. all compatible
cartridges

OOkm  UNIVERSITAT
“'lllln DES
U SAARLANDES

Defined by a
contract
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Doping by discrimination

procedure PRINTER(cartridge_info)

READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL( paper_available ?)
TURNOFF(alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

end procedure

CONICET  .o~®
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procedure PRINTER(cartridge_info)
if BRAND( cartridge_info) = my-brand then
READ(document)
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL( paper_available?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while
else
TURNON (alert_signal)
end if
end procedure
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Doping and extended functionality

CONICET ,0r®
/';'éﬂ‘-"".-: ’,a@ﬂ% e ) ’;:‘ [
. 00~

procedure PRINTER( cartridge_info)
READ(document)
if -NEWTYPE(document) V SUPPORTSNEW TYPE( cartridge_info) then
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON (alert_signal)
WAITUNTIL( paper_available?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while

TURNON (alert_signal)
end if

end procedure
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Doping and exteng

The cartridge is
standard

procedure PRINTER(cartridge_info)
READ(document)
if -NEWTYPE(document) V SUPPORTSNEW TYPE( cartridge_info) then
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON alert_signal)
WAITUNTIL( paper_available?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while
else
TURNON (alert_signal)
end if

end procedure
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Doping and exteng

The cartridge is
standard

procedure PRINTER(cartridge_info)
READ(document)
if ANEWTYPE(document) V SUPPORTSNEW TYPE( cartridge_info) then
while PAGESTOPRINT(document) > 0 do
READ(paper_available?)
if —paper_available? then
TURNON alert_signal)
WAITUNTIL( paper_available?)
TURNOFF (alert_signal)
end if
PRINTNEXTPAGE(page_out,document)
end while
else
TURNON (alert_signal)
end if

end procedure

The input is not
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Doping and extended functionality

« A program is clean if for every parameter of interest it exhibits the
same visible outputs when supplied with any possible standard
Input.

« Formally

S is clean if for all p, p’ € Plntrst
and i € InNStdln, S(p)(i) = S(p’)(i)
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Doping and extended functionality

« A program is clean if for every parameter of interest it exhibits the
same visible outputs when supplied with any possible standard
Input.

« Formally

S is clean if for all p, p’ € Plntrst
and i € InNStdln, S(p)(i) = S(p’)(i)

Also defined by
a contract
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Doping by switching

« The Volkswagen emissions scandal:

% The emission control part of the ECU regulates the emission of
NOx (Mono-nitrogen oxides)

+ The selective catalytic reduction (SCR) model determines the
diesel exhaust fluid (DEF) dosage

+ Volkswagen used two models
+ Standard

<% Alternate

: ; o . ’
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The Volkswagen case

Doping by switching
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The Volkswagen case

Doping by switching

Alternate SCR model

(everywhere else) Standard SCR model

distance [k
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The Volkswagen case

Doping by switching

Test for
emission
verification
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The Volkswagen case

Doping by switching
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The Volkswagen case

Doping by switching

distance [km]

While under the test,

only standard SCR
model !!!
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The Volkswagen case

Doping by switching

FIAT cheated by
switching from the standard SCR
model to an alternate SC model
after 22 min !!!

Notice:
the test last 20 min

While under the test,
only standard SCR

model !!!
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The Volkswagen case

Doping by switching

FIAT cheated by
switching from the standard SCR
model to an alternate SC model
after 22 min !!!

Notice:
the test last 20 min

While under the test,
only standard SCR

model !!!

...and Opel
also cheats!!
SQUEGRE {j‘w e 1 oNIVERSITAT
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Volkswagen and -

FIAT and Opel and...

Doping by switchin

+ The standard inputs are defined by the test

+ The spirit of the emission tests is to verify that the amount of NOx
in the car exhaust gas does not go high in general

+ Therefore one expects that:

<+ if the input values deviates within a “reasonable distance” from

the standard, the are also within a

from the value produced by the
standard input
Urban NEDC cycle Extra-urb:

o NEDC algo requires the car o have driven the ,“‘“\‘
o T
I, s
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Doping by switching
« Formally

S is robustly clean if for all p, p” € Plntrst and i, i’ € In,
whenever i € Stdln and dj,(i,i") < ki,

1. for all o € S(p)(i) there exists o’ € S(p’)(i")
such that doyt(0,0") < ko, and

)
2. for all o’ € S(p’)(i") there exists o € S(p)(i)
such that dot(0,0") < K

The distances and the
thresholds are also defined by

the contract . TRR—
L [ | -
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Doping by switching
« Using Hausdorff distance

S is robustly clean if for all p, p’ € Plntrst and i, i’ € In,
whenever i € StdIn and dj,(i,i") < k;, then

H(dowt) (S(p)(1), S(p')(i")) < o

sup inf d(z, y)

where et 7
sup bing d(a,b), )
A b€
H(d)(A, B) = max{ " >
sup inf d(a,b)
beB a€A )
CONICET _.o~® | ’
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Doping by switching
< Formally (more general)

S is f-clean if for all p,p’ € Plntrst and i,i’ € In,
whenever i € Stdln,

1. for all o € S(p)(i) there exists o’ € S(p’)(i’)
such that doyt(0,0") < f(dn(i,i")), and

2. forall o’ € S(p’)(i’) there exists o € S(p)(i)
such that doy:(0,0") < f(din(i,i")).

Function fis also
CoNTeET . defined by the contract _,
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Doping by switching
« Using Hausdorff distance

S is f-clean if for all p,p’ € Plntrst and i,i’ € In,
whenever i € Stdln,

H(dout)(S(P)(i), S(P) (") < f(din(i, "))
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Analysis with Self-Composition
(deterministic programs)

{Plntrst A StdIn A (Plntrst A StdIn)[Z/Z'] A Z; = &1}

S S[z/]

{fo:fg

Not quite right:
fails if S does not terminate
but S[x/x’] does

S is clean if for all p, p’ € Plntrst
and i € InNStdln, S(p)(i) = S(p’)(i)
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Analysis with Sel

(deterministic

<« Sis clean iff

( (Plntrst A StdIn)
A (Plntrst A Stdln)|Z/Z]
A Ty = G

N\ W

z S, true) )

\

CONICET ;or® |
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= wp(S;S[Z/7], %, = T)
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Analysis with Self-Composition
(deterministic programs)

« Sis robustly clean iff

Plntrst A StdlIn \
A Plntrst|2 /2]
A di(Z;, T1) < K;
\ A wp(S,true) /

= wp(S; S[7/Z"], dou(To, Tg) < ko)

o

Plntrst A StdIn \
A Plntrst|Z /"]
A di(Zi, &) < K;
\ A wp(S[#/#], true)

CONICET ;0" ® i
. o Cee /L& e | M) UNIVERSITAT

L 4 a 22,

T =N
-y Com &8 | UNC IIlulII DES
0 | |77 | LR sharuanoes




Analysis with Sel

(deterministic

@ Sis f~clean iff forall Y

( Plntrst A StdlIn

A Plntrst[2 /2]

A fdi( T, 7)) =Y

\ A wp(S, true) /

Plntrst A StdIn \
A Plntrst|Z /"]
A f(di(, _)/)) =Y
\ A wp(S[#/#], true)

CONICET _o~® _|
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= wp(S[Z/T']; S, dowt(Zo, 7)) <Y
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Reactive Systems

» A program is interpreted as a function S : Param — In¥ — 2(0ut”)

<+ and the set of standard inputs as a language StdIn C In”

S is clean if for all p, p’ € Plntrst
and i € In®” NStdln, S(p)(i) = S(p’)(i)
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Reactive Systems

< Distances run on finite words:

din : (IN* X In") - R>g and doyt : (Out™ x Out™) — R>g

S is robustly clean if for all p, p’ € Plntrst and i, i’ € In*,
if i € Stdln, for all &£ > 0,

(Vj <k din(il.-5],V'[.-5]) < &)
= H(douw)(S(p)(D].--K], S(p) (IN)[--k]) < o
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Reactive Systems

< Distances run on finite words:

din : (IN* X In") - R>g and doyt : (Out™ x Out™) — R>g

S'is f-clean if for all p, p’ € Plntrst and i,i’ € In”,
if i € Stdln, for all & > 0,

H(doue)(S(P)()[--K], S(P) (") [--k]) < f(din(i[.-K], V'[..K]))
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Analysis with HyperLTL

<« Sis clean iff it satisfies

V1. Vg, Ans. (Plntrs,, A Plntrs,, A Stdln,, )
% (p7T2 — pﬂ'é /\ G(iﬂ'l — Iﬂ'é /\ 07'('1 — OT('é))
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n HyperlLTL

Like LTL but adds
quantification on traces

Analysis

<« Sis clean iff it satisfies

V1. Vg, Ans. (Plntrs,, A Plntrs,, A Stdln,, )

— (p7T2 = Px} A G(im — iWé A Omy = Owé))
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Plntrs: a propositional
formula identifying the
parameter of interests

<« Sis clean iff it satisfies StdIn: an LTL formula

identifying the traces with
standard input sequences

V1. Vg, Ans. (Plntrs,, A Plntrs,, A Stdln,, )
% (p7T2 — pﬂ'é /\ G(i7T1 — Iﬂ'é /\ 07'('1 — Oﬁé))
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Analysis with HyperLTL

<« Sis clean iff it satisfies

V1. Vg, Ans. (Plntrs,, A Plntrs,, A Stdln,, )
% (p7T2 — pﬂ'é /\ G(i7T1 — Iﬂ'é /\ 07'('1 — Oﬁé))

S is clean if for all p, p’ € Plntrst
and i € In* NStdln, S(p)(i) = S(p')(i)

- & = "
~® gy & OOlm  UNIVERSITAT
plalsgge oy PRy &5 | unc | [ oes
: > i 1 Y SAARLANDES




Analysis with HyperLTL

<« Sis clean iff it satisfies

V1. Vg, Ans. (Plntrs,, A Plntrs,, A Stdln,, )
% (p7T2 — pﬂ'é /\ G(i7T1 — Iﬂ'é /\ 07'('1 — Oﬁé))

S is clean if for all p, p’ € Plntrst
and i € In“ NStdIn, S(p)(i) C S(p’)(i)
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Analysis with HyperLT

din(i,") = djn(last(i), last(i’))

« Sis robustly clean iff it satisfies

V1. Vg, 3.

(PIntrs,, A Plntrs,, A Stdin,,)

— <p7r2 = Prt A G<i7r2 — IT[‘é) A ((dOUt(Oﬂ'l?Oﬂ'é) < HO) W (sz(i?na 'Wé) > /{i)))
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Analysis with HyperLTL

« Sis robustly clean iff it satisfies
V1. Vg, 3.

(PIntrs;, A Plntrs,, A StdIn,,)
— <p7r2 = Pr} A G<i7T2 — i7T/) ((dOUt(O7717 ) < Ho) W (d|n( Iy s I ) > Hl)))

S is robustly clean if for all p, p’ € Plntrstand i, i’ € In®,

if i € Stdln, for all & > 0, sup inf d(a,b),
D (A B) — acAbEB
(Vj <k din(i[..5],7]..7]) < i) H(d)(4, B) max{ sup inf d(a, b)
beB CLGA
= H(dout)(S(p)()[.-k], S(P)(IN].-K]) < ko
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Analysis with HyperLTL

« Sis robustly clean iff it satisfies

V1. V. 37,
(PIntrs,, A Plntrs,, A Stdin,,)

~ (Prz = Pay A Glins = i) A ((dout(Or,0my) < o) W (dinlinys i) > )

V1. V. 37y,
(PIntrs,, A Plntrs,, A Stdin,)

— (p7r1 — p7r1 A G(iwl — |7r1) A ((CZOut(OﬁiaowQ) S ’io) W (Czln(iw’la i7r2) > Ri)))
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Analysis with HyperLTL

« S is f-clean iff it satisfies

\V/7T1.\V/7T2.E|7Té.
(PIntrs,, A Plntrs,, A StdIn,,)

o (p7T2 = Py A Glin, = int) AG (dOut(Oﬂ'w () < fdin(iny s in: ))))

S is f-clean if for all p, p’ € Plntrst and i,i’ € In, sup inf d(a,b),
whenever i € Stdln, H(d)(A, B) = max{ acAbEB }

sup inf d(a, b)
H(doue)(S(p) (i), S(P) (") < f(din(i,i"))

beB CLGA
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Analysis with HyperLTL

« S is f-clean iff it satisfies

\V/7T1.\V/7T2.E|7Té.
(PIntrs,, A Plntrs,, A StdIn,,)

o (pﬁ2 = Py A Glin, = int) AG (dOut(Oﬂ'w () < fldin(iny ,in ))))

V1. Vg, 37y
(PIntrs,, A Plntrs,, A StdIn,,)

- (pm = prr AG(im = in) AG (dmt(o 0my) < F(din(in: ,.m))))

Model checked a toy
version of the emission
control case study -
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A general contract

Normal

or
Standard

Committed

Others

Inputs
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A general contract

S is clean if for all p, p’ € Plntrst and i, i’ € In,
1. ifi € StdIn, S(p)(i) = S(p")(i)

2. ifi € Stdln and i’ € Comm
H(dout)(S(p)(i), S(p) (")) < f(din(i,i"))
3. if i’ ¢ StdIn U Comm, then for all €, exists ¢ s.t. for all i € In,

din(i,i") <6 = H(dow)(S(p)(i),S(p")(i")) < e
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Concluding remark

+ We discussed what is software doping
+ and motivate it with concrete examples
+ Several formal characterizations of software doping

+ They can be analyzed using self-composition

(for deterministic programs)

<« We also studied characterizations for reactive
(non-deterministic) systems

e ESOP 2017
to appear

. ‘
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