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Motivation

module NOMINAL module FAULTY
Redundancy
[0..3] init O;

b : [0..1] init O0; AR ;
[wO ] true -> (b' = 0); [wO ] true -> (v' = 0);
[wl] true -> (b' = 1); [wl] true -> (v' = 3);
[rO0] b=0 -> true; [r0] v<=1l -> true;
[rl] b=1 -> true; [r1l] v>=2 -> true;
[fault] v<3 -> (v' = v+1l);
endmodule [fault] v>0 -> (v' = v-1);

endmodule

Ideal
behaviour

Behaviour of the
implementation

A fault is masked when the occurrence of it have no observable consequences
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Motivation

module NOMINAL module FAULTY

b : [0..1] init O; v ¢ [0..3] init O0;
[wO ] true -> (b' = 0); [wO] true -> (v' =
[wl] true -> (b' = 1); [wl] true -> (v' =
[rO0] b=0 -> true; [r0] v<=1l -> true;
[rl] b=1 -> true; [r1l] v>=2 -> true;
[fault] v<3 -> (v' =
endmodule [fault] v>0 -> (v' =

endmodule

% jCan an implementation mask all faults?
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Motivation

module NOMINAL module FAULTY

b : [0..1] init O0; v ¢ [0..5] init O0;
[wO ] true -> (b' = 0); [wO] true -> (v' =
[wl] true -> (b' = 1); [wl] true -> (v' =
[rO0] b=0 -> true; [r0] v<=2 -> true;
[rl] b=1 -> true; [r1l] v>=3 -> true;
[fault] v<5 -> (v' =
endmodule [fault] v>0 -> (v' =

endmodule

% jCan an implementation mask all faults?
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Motivation

module NOMINAL module FAULTY
b : [0..1] init O0; v ¢ [0..5] init O0;
[wO ] true -> (b' = 0); [wO ] true -> (v' = 0);
[wl] true -> (b' = 1); [wl] true -> (v' = 5);
[rO0] b=0 -> true; [r0] v<=2 -> true;
[rl] b=1 -> true; [r1l] v>=3 -> true;
[fault] v<5 -> (v' = v+1l);
endmodule [fault] v>0 -> (v' = v-1);
endmodule

% jCan an implementation mask all faults?

+ Given two implementations ;can we determine which is better on masking?
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Motivation

module NOMINAL module FAULTY
b : [0..1] init O0; v ¢ [0..5] init O0;
[wO ] true -> (b' = 0); [wO ] true -> (v' = 0);
[wl] true -> (b' = 1); [wl] true -> (v' = 5);
[rO0] b=0 -> true; [r0] v<=2 -> true;
[rl] b=1 -> true; [r1l] v>=3 -> true;
[fault] v<5 -> (v' = v+1l);
endmodule [fault] v>0 -> (v' = v-1);
endmodule

% jCan an implementation mask all faults?

< Behavioural relation
<« Game characterisation
« Algorithm

+ Given two implementations ;can we determine which is better on masking?

« Algorithm
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UNIVERSITAT
DES

SAARLANDES

CONICET

e : F |
W 90~

< Tool

<« Game based distance j

c an




CONICET

“’ e [

Strong Masking Simulation

Definition 3.1. Let A = (5,3, —,sp) and A" = (5, ¥, —=', s5) be two transition systems.
A’ is strong masking fault-tolerant with respect to A if there exists a relation M C S x S’
between A and A’ such that:

(A) so M s;, and

(B) for all s € S, 5" € S” with s M s" and all e € ¥ the following holds:
(1) if s S tthen 3t € 8 : 8 S Nt MU,
(2) if & 3/ then 3t € S:s5s > tAt MU
(3) if & Lt for some F € F then s M ¢,

If such a relation exists we say that A’ is a strong masking fault-tolerant implementation
of A, denoted by A <,, A’
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Nominal:

no faults Implementation:

has faults

Strong Masking Simulatio

Definition 3.1. Let A = (5,3, —,sp) and A" = (5, ¥, —=', s5) be two transition systems.
A’ is strong masking fault-tolerant with respect to A if there exists a relation M C S x S’
between A and A’ such that:

(A) so M s;, and

(B) for all s € S, 5" € S” with s M s" and all e € ¥ the following holds:
(1) if s S tthen 3t € 8 : 8 S Nt MU,
(2) if & 3/ then 3t € S:s5s > tAt MU
(3) if & Lt for some F € F then s M ¢,

If such a relation exists we say that A’ is a strong masking fault-tolerant implementation
of A, denoted by A <,, A’
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Nominal:

no faults Implementation:

has faults

Strong Masking Simulatio

Definition 3.1. Let A = (5,3, —,sp) and A" = (5, ¥, —=', s5) be two transition systems.
A’ is strong masking fault-tolerant with respect to A if there exists a relation M C S x S’
between A and A’ such that:

(A) so M s;, and

(B) for all s € S, 5" € S” with s M s" and all e € ¥ the following holds:
(1) if s S tthen 3t/ € 8 : 8 S/ Nt MU,
(2) if 8 >/t then I3t € S:s5s > tAt MU
(3) if & Lt for some F € F then s M ¢,

If such a relation exists we say that A’ is a strong masking fault-tolerant implementation
of A, denoted by A <,, A’

Just like
bisimulation
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Nominal:

no faults Implementation:

has faults

Strong Masking Simulatio

Definition 3.1. Let A = (5,3, —,sp) and A" = (5, ¥, —=', s5) be two transition systems.
A’ is strong masking fault-tolerant with respect to A if there exists a relation M C S x S’
between A and A’ such that:

(A) so M s;, and

(B) for all s € S, 5" € S” with s M s" and all e € ¥ the following holds:
(1) if s S tthen 3t/ € 8 : 8 S/ Nt MU,
(2) if 8 >/t then I3t € S:s5s > tAt MU
(3) if & L9 ¢ for some F € F then s M ¢/,

If such a relation exists we say that A’ is a strong masking fault-tolerant implementation
of A, denoted by A <,, A’

Just like
bisimulation

\v/ M M / A4 M v
S -------------- 8 8 -------------- S 8 -------------- S
a a a a :‘_‘ F
n ¢ S .. N t M . t
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Implementation:
has faults

Nominal:
no faults

Strong Masking Simulatio

(87, %Fr,—',s5) be two transition systems.

Definition 3.1. Let A = (S, X, —,s9) and A’
A’ is strong masking fault-tolerant with respect to A if there exists a relation M C S x S’

between A and A’ such that:

(A) so M s;, and
(B) for all s € S, 5" € S” with s M s" and all e € ¥ the following holds:

(1) if s> ¢t then 3¢ € §: ¢ S/ At MY/
(2) ifslg/t/ thenatES.Sit/\tMt’,

(3) if & L9 ¢ for some F € F then s M ¢/,
If such a relation exists we say that A’ is a strong masking fault-tolerant implementation

Just like
bisimulation

of A, denoted by A <,, A’
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Strong Masking Simulation

module NOMINAL module FAULTY
b : [0..1] init O0; v ¢ [0..3] init O0;
[wO ] true -> (b' = 0); [wO] true -> (v' = 0);
[wl] true -> (b' = 1); [wl] true -> (v' = 3);
[rO0] b=0 -> true; [r0] v<=1l -> true;
[rl] b=1 -> true; [r1l] v>=2 -> true;
[fault] v<3 -> (v' = v+1);
endmodule [fault] v>0 -> (v' = v-1);
endmodule

NOMINAL/;@LFAULTY
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Strong Masking Simulation

module NOMINAL module FAULTY BOUNDED
b : [0..1] init O0; v ¢ [0..3] init O0;
f : [0..1] init O;
[wO ] true -> (b' = 0);
[wl] true -> (b' = 1); [wO ] true -> (v' = 0);
[r0] b=0 -> true; [wl] true -> (v' = 3);
[rl] b=1 -> true; [r0] v<=1l -> true;
[r1l] v>=2 -> true;
endmodule [fault] (v<3) & (f<l) -> (v' = v+l) &
(f' = £+1);
[fault] (v>0) & (f<1l) -> (v' = v-1) &
(f' = £+1);
endmodule

M = {(b, (v, f)) | 2b < v < 2b+ 1}

NOMINAL =,, FAULTY BOUNDED
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CONICET

Weak Masking Simulation

Definition 3.2. Let A = (S,%, —,s9) and A" = (5, X7, =, s,) be two transition systems
with ¥ possibly containing 7. A’ is weak masking fault-tolerant with respect to A if there is
a relation M C S x S’ between A and A’ such that:

(A) S0 M 86

(B) for all s € S,s" € §" with s M s’ and all e € X U {7} the following holds:
(1) if s >t then 3t' € §': 8/ S/ U At MU
(2) if & 't then 3t € S:s=tAtM?;
(3) if & L5 ¥ for some F € F then s M ¢/,

If such a relation exists, we say that A’ is a weak masking fault-tolerant implementation
of A, denoted by A <% A’.
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equivalenty Yeak Masking Simulation

Definitior 3.2. Let A = (S,%, —,s9) and A" = (5, X7, =, s{,) be two transition systems
with ¥ posscibly containing 7. A’ is weak masking fault-tolerant with respect to A if there is
a relation M C S x S’ between A and A’ such that:

(A) S0 M 86

(B) for all s € S,s" € §" with s M s’ and all e € X U {7} the following holds:
(1) if s =t then 3t' € ' : s/ S/ At M /;
(2) if & 2/t then 3t € S:s =t ANt Mt';
(3) if & L5 ¥ for some F € F then s M ¢/,

If such a relation exists, we say that A’ is a weak masking fault-tolerant implementation
of A, denoted by A <% A’.

Hence,
every result for strong also applies to weak by
replacing de strong transition relation by the
weak one (except for faults)
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Masking Simulation Game

Definition 3.5. Let A = (5,%,—,s9) and A’ = (S’, ¥ x, =/, sp) two transition systems.
The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as
follows:

o VE = (Sx (BtUSZuU{#}) xS x{R,V}) U {ver}

The initial state is v§ = (s, #, 54, R), where the Refuter starts playing

o
e The Refuter’s states are Vg = {(s,#,5,R) | s € SA s € S} U{ver}
e The Verifier’s states are Vi = {(s,0,5,V) | s € SAs € S Ao e (Z1UXL)}

and EC is the minimal set satisfying:

{((s,#,5",R), (t,c,s,V)) | JoecX:5s Dt} C EY,
{((s,#,5",R), (5,02, t',V)) |Jo € Xr:s Z' '} C EC,
{((8,02,5 V), (t,#,5,R)) | Joe X si>t} C E°,
{(
{(

(s,0',8,V),(s,#4,,R)) |FoeX:s L/ ¢/} C EC,

(s,F2,s’ V), (s,#,s',R))} C EY, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
EY and (verr, Verr) € EC.
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Masking Simulation Game

Definition 3.5. Let A =

(8,3, —,s0) and A" = (§", X5, —', s{) two transition systems.

The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as

follows:
o VG =

(S x (B'UBEU{#}) x & x {R,V}) U {ver}
e The initial state is v§ = (s, #, s, R), where the Refuter sta
e The Refuter’s states are Vg = {(s,#,s,R) | s€ SA s € 5’}
[ J

3 rts-pra ":
G oy
The Verifier’s states are Vy = {(s,0,5',V) | s € SAs' € ' Ao e(EZH03%)}

and EC is the minimal set satisfying:

o {((s,#,5,R),(t,0t, 5, V))
o {((s,#,5,R),(5,0°,1',V))
. {((5,02,3 V), (t,#,5", R))
° }E(S,O’l s'\V), (s,#,t,R))

EY and (verr, Verr) € EC.

[ 4
S e . —

Joec¥:s 5t} CEC,

JocXr:s 't} C EC,

Haezzsgt}gEG,
JoeX:s &'} C EC,

(s,F2,s’ V), (s,#,s',R))} C EY, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
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Masking Simulation Game

Definition 3.5. Let A = (5,%,—,s9) and A’ = (S’, ¥ x, =/, sp) two transition systems.
The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as
follows:

o VG = (8 x (XU Z%_- U{#}H x 8" x{R,V}) U{ver}

The initial state is v§ = (s, #, 54, R), where the Refuter starts playing

o
e The Refuter’s states are Vg = {(s,#,5,R) | s € SA s € S} U{ver}
e The Verifier’s states are Vi = {(s,0,5,V) | s € SAs € S Ao e (Z1UXL)}

and E< is the minimal set satisfying:

{((s,#,5',R), (t,0!,s',V))|JoeX:s Z t} C EC,
{((s,#,5",R), (5,02, t',V)) |Jo € XF:s ' '} C EY,
{((s,0%,5,V),(t,#,5,R)) EIUEE:SQ?S}QEG,
{(
{(

(s,0',8,V),(s,#4,,R)) |FoeX:s L/ ¢/} C EC,

(s,F2,s’ V), (s,#,s',R))} C EY, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
EC and (Vepr, Verr) € EC.
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Masking Simulation Game

Definition 3.5. Let A = (5,%,—,s9) and A’ = (S’, ¥ x, =/, sp) two transition systems.
The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as
follows:

o VG = (8 x (XU Z%_- U{#}H x 8" x{R,V}) U{ver}

The initial state is v§ = (s, #, 54, R), where the Refuter starts playing

o
e The Refuter’s states are Vg = {(s,#,5,R) | s € SA s € S} U{ver}
e The Verifier’s states are Vi = {(s,0,5,V) | s € SAs € S Ao e (Z1UXL)}

and EC is the minimal set satisfying:
{((s,#,5,R),(t,c, s, V) |FoeX:5s 5t} C EC,
{((s,#,5",R), (5,02, t',V)) |Jo € Xr:s Z' '} C EC,
{((s,02,5",V), (t,#,5',R)) aaezzsim}gEG,
{(
{(

(s,01,8,V),(s,#,t,R)) |FoeX:s L/ ¢} C EC,

(S,FZ,S’ V), (s,#,5,R))} C EC, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
EC and (Vepr, Verr) € EC.
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Masking Simulation Game

Definition 3.5. Let A = (5,%,—,s9) and A’ = (S’, ¥ x, =/, sp) two transition systems.
The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as
follows:

o VG = (8 x (XU Z%_- U{#}H x 8" x{R,V}) U{ver}

The initial state is v§ = (s, #, 54, R), where the Refuter starts playing

o
e The Refuter’s states are Vg = {(s,#,5,R) | s € SA s € S} U{ver}
e The Verifier’s states are Vi = {(s,0,5,V) | s € SAs € S Ao e (Z1UXL)}

and EC is the minimal set satisfying:

{((s,#,5",R), (t,c,s,V)) | JoecX:5s Dt} C EY,
{((s,#,5",R), (5,02, t',V)) |Jo € Xr:s Z' '} C EC,
{((8,02,5 V), (t,#,5,R)) | Joe X sﬁt} C E°,
{(
{(

(s,0',8,V),(s,#4,,R)) |FoeX:s L/ ¢/} C EC,

(s,F2,s’ V), (s,#,s',R))} C EY, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
E% and (verr, Verr) € EC.
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Masking Simulation Game

Definition 3.5. Let A = (5,%,—,s9) and A’ = (S’, ¥ x, =/, sp) two transition systems.
The strong masking game graph Ga 4 = <VG, Va, W, EC, U0G> for two players is defined as
follows:

o VG = (8 x (XU 22 U{#}H x 8" x{R,V}) U{ver}

The initial state is vg; = (S0, #, Sy, R), where the Refuter starts playing

o
e The Refuter’s states are Vg = {(s,#,5,R) | s € SA s € S} U{ver}
e The Verifier’s states are Vi = {(s,0,5,V) | s € SAs € S Ao e (Z1UXL)}

and EC is the minimal set satisfying:

{((s,#,5",R), (t,c,s,V)) | JoecX:5s Dt} C EY,
{((s,#,5",R), (5,02, t',V)) |Jo € Xr:s Z' '} C EC,
{((8,02,5 V), (t,#,5,R)) | Joe X si>t} C E°,
{(
{(

(s,0',8,V),(s,#4,,R)) |FoeX:s L/ ¢/} C EC,

(s,F2,s’ V), (s,#,s',R))} C EY, for any F € F.
If there is no outgoing transition from some state v, then, we additionally assume (v, Ve ) €
EY and (verr, Verr) € EC.

We are in the presence of a masking
simulation iff the Verifier has a winning strategy
(i.e. the Refuter is not able to lead the Verifier to the
error state)
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Masking Simulation Game (Algorithm)

Definition 3.9. Given a strong masking game graph G4 4/, the sets U; (for i,j > 0) are
defined as follows:

U =U3 =0,
U ={0en ).
Ug:ll ={v" | v € VR A post(v') N Uij+1 # 0}
U v [ v € VW Apost(v') C Uycirg i< UZ.];/ A post(v') N Uijle #+ (0 ANpry(v') ¢ F}
U{v" [ v € Vw Apost(v') C Uy i<, UZ/ Apost(v') NU? # O A pry(v) € F}
Furthermore, U* = J;5( Uf and U = ;> U".

Fix-point
calculation

Lemma 3.10. The Refuter has a winning strategy in Ga ar (or QXVA,) iff 'U((); cU
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module FAULTY

v : [0..3] init

[wO] true ->
[wl] true ->
[r0] v<=1l ->
[rl] v>=2 ->

[fault] v<3 ->
[fault] v>0 ->

endmodule

CONICET _.o~®
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Back to the example

= 0);
= 3);

= v+l);
= v-1);

Which solution
is better?

module NOMINAL

b : [0..1] init O0;

[wO] true -> (b'
[wl] true -> (b’
[r0] b=0 -> true;
[r1] b=1 -> true;

0);
1);

endmodule
module FAULTY

v : [0..5] init O0;

[wO] true -> (v' = 0);

[wl] true -> (v' = 5);

[ro ] v<=2 -> true;

[rl] v>=3 -> true;

[fault] v<5 -> (v' = v+l);

[fault] v>0 -> (v' = v-1);
endmodule
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module FAULTY BOUNDED

v : [0..3] init

f : [0..1] init
[wO] true ->
[wl] true ->
[rO] v<=1l ->
[rl] v>=2 =>

[fault] (v<3) &

[fault] (v>0) &

endmodule

CONICET _.o~®
-y, Ny S0
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0;

true;
(£<1)

(£<1)

Back to the example

module NOMINAL

Which solution
is better?

b : [0..1] init O0;

[wO] true -> (b' = 0);
[wl] true -> (b' 1);
[r0] b=0 -> true;
[rl] b=1 -> true;

endmodule
module FAULTY BOUNDED
v : [0..5] init 0;
f : [0..2] init O0;
=0); [wO] true -> (v' = 0);
3); [wl] true -> (v' = 5);
[r0] v<=2 -> true;
[r1l] v>=3 -> true;
-> (v' = v+l) & [fault] (v<3) & (f<2) -> (v' = v+l) &
(f' = £+1); (f' = £+1);
-> (v' = v-1) & [fault] (v>0) & (f<2) -> (v' = v-1) &
(f' = £+1); (f' = £+1);
endmodule

Add the counting artifact and
check masking simulation
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Back to the example

module NOMINAL

Which solution
is better?

b : [0..1] init O0;

Needless to say that
this is an ad-hoc solution

and prone to error

[wO] true -> (b' = 0);
[wl] true -> (b' 1);
[r0] b=0 -> true;
[rl] b=1 -> true;

endmodule
module FAULTY BOUNDED module FAULTY BOUNDED
v : [0..3] init 0; v : [0..5] init O0;
f : [0..1] init O0; f : [0..2] init 0;
[wO ] true -> (v' = 0); [wO] true -> (v' = 0);
[wl] true -> (v' = 3); [wl] true -> (v' = 5);
[r0] v<=1l -> true; [r0] v<=2 -> true;
[rl] v>=2 -> true; [rl] v>=3 -> true;
[fault] (v<3) & (f<1) -> (v' = v+l) & [fault] (v<3) & (f<2) -> (v' = v+l) &
(f' = £+1); (f' = £+1);
[fault] (v>0) & (f<1) -=> (v' = v-1) & [fault] (v>0) & (f<2) -> (v' = v-1) &
(f' = £+1); (f' = £+1);
endmodule endmodule

Add the counting artifact and

CONICET _.o~® . . .
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Quantitative Masking Game

The quantitaive masking game Q4 4+ is defined by extending the masking game

with the reward function

, (1,0) ifoeF
r((s,0,8,X)) = { r(Verr) = (0,1)

(0,0) otherwise

Take a play p = pop1p2,... and let r(p;) = (a;,b;) for all i > 0. We define the
masking payoff function by:

by,
) = Jim

® p
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Quantitative Masking Game

The quantitaive masking game Q4 4+ is defined by extending the masking game

with the reward function

, (1,0) ifoeF
r((s,0,8,X)) = { r(Verr) = (0,1)

(0,0) otherwise

Take a play p = pop1p2,... and let r(p;) = (a;,b;) for all i > 0. We define the
masking payoff function by:

1 .
otherwise

number of faults before v,
ANDES

{ 0 if Verr IS NOtIN p
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Quantitative Masking Game

The masking distance is defined by the value of the game:

om(A, A" def val(Qa,4/) = infr emy SUPL,emy fm(0Ut(TR, TV))

— SUPggellg inf7rVGHV fm (OU_t(ﬂ'R, 7'('\/))

> ®
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Quantitative Masking Game

The masking distance is defined by the value of the game:

om (A, A" def val(Qa,4/) = infr emy SUPL,emy fm(0Ut(TR, TV))

— SUPggellg infﬂvenv fm (Out(ﬂ-R’ 7'('\/))

this equality
is guaranteed by a
theorem

Theorem: §,,(A, A") =0iff A <,,, A’
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Quantitative Masking Game (algorithm)

Definition 3.9. Given a strong masking game graph G4 4/, the sets U; (for i,j > 0) are
defined as follows:

U =U3 =0,
Ui ={ver},
Ug:ll ={v" | v' € VR A post(v') N Uij+1 #+ 0}
U v [ v € Wy Apost(v') C Uycing i< UZ.];/ A post(v') N U,L.j+1 # O Npry(v) ¢ F}
U{v" | v € VW Apost(v') C Uy i<, UZ/ A post(v') N U # O A pry(v) € F}
Furthermore, U* = J;5( Uf and U = ;> U".

CONICET _.o~®
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Quantitative Masking Game (algorithm)

Definition 3.9. Given a strong masking game graph G4 4/, the sets U; (for i,j > 0) are
defined as follows:

U? =U] =9,
Ui ={ver},
Ug:ll ={v" | v' € VR A post(v') N Uij+1 #+ 0}
U v [ v € Wy Apost(v') C Uycing i< UZ.];/ A post(v') N U,L.j+1 # O Npry(v) ¢ F}
U{v" | v € VW Apost(v') C Uy i<, UZ/ A post(v') N U # O A pry(v) € F}
Furthermore, U* = J;5( Uf and U = ;> U".

indicates that the
error state is reached after at most
i-1 faults
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Quantitative Masking Game (algorithm)

Definition 3.9. Given a strong masking game graph G4 4/, the sets U; (for i,j > 0) are
defined as follows:

U =U3 =0,

U ={0en ).

Ug:ll ={v" | v' € VR A post(v') N Uij+l #+ 0}
U v [ v € Wy Apost(v') C Uycing i< UZ/ A post(v') N U,L.jle #+ (0 ANpry(v') & F}
U{v" | v € VW Apost(v') C Uy i<, U,f;/ A post(v') N U # O A pry(v) € F}

Furthermore, U* = J;5( Uf and U = ;> U".

indicates that the
error state is reached after at most
i-1 faults

Theorem: r 1 .
— : if v§ €U
Sm(A, A) = { min{i | v5' € U}}
\ 0 otherwise
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o
%

Luciano)

*

Everybody loves tables!

Tool MaskD (developed by

Complexity (general):

O(|EY| + log|VE])

o
%

Weak case requires reflexive-
transitive construction, so add

O(max(|S|,]S[)*77)

K/
%

CONICET

Complexity (deterministic)
O(|ES])

Shortest
weighted path

Case Study Redundancy | Masking Distance | Time | Time(Det)
3 bits 0.333 0.7s 0.6s
5 bits 0.25 2.5s 1.9s
Redundant Memory Cell 7 bits 0.2 7.2s 5.7s
9 bits 0.167 1m.4s 1mlls
11 bits 0.143 28m27s 26m10s
3 modules 0.333 0.6s 0.5s
5 modules 0.25 1.2s 0.7s
N-Modular Redundancy | 7 modules 0.2 5.6s 3.8s
9 modules 0.167 2mbbs 2m32s
11 modules 0.143 7om17s 72m48s
2 phils 0.5 0.6s 0.6s
3 phils 0.333 1.9s 0.9s
Dining Philosophers 4 phils 0.25 5.9s 2.6s
5 phils 0.2 25.3s 24.1s
6 phils 0.167 19m.23s | 11m39s
3 generals 0.5 0.9s =
Byzantine Generals 4 generals 0.333 17.1s =
5 generals 0.333 429mb4s =
1 follower 0 0.7s 0.8s
Raft LRCC (5) 2 followers 0 5.65 3.6s
3 followers 0 49m.50s | 37m.53s
1 retransm. 0.333 0.7s =
5 retransm. 0.143 0.8s =
BRP(1) 10 retransm. 0.083 1.3s -
20 retransm. 0.045 3.9s =
40 retransm. 0.024 4.8s —
1 retransm. 0.333 4.2s =
5 retransm. 0.143 4.8s —
BRP(5) 10 retransm. 0.083 6.1s -
20 retransm. 0.045 8.7s —
40 retransm. 0.024 18.6s —
1 retransm. 0.333 4.7s =
5 retransm. 0.143 6.4s —
BRP(10) 10 retransm. 0.083 10.1s -
20 retransm. 0.045 20.5s =
40 retransm. 0.024 1m.9s —
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