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Fault Tolerant Systems: You know the drill
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Fault Tolerant Systems: You know the dfrill
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RFT model

Fully Automatic
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Dynamic Behaviour

;\: Fully Automatic
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RFT model
Large Systems
Arbitrary Distributions
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(Static) Fault Trees

AND OR VOT

Boolean semantics
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Dynamic Fault Trees Dynamic Behaviour

AND OR VOT

PAND SPARE EDEP Have a notion of state
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Repai rable Fau It Trees Elements can be repaired

AND OR VOT

RBOX (28

PAND SPARE EDEP Have a notion of state
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RFT are described in KEPLER
(an extension of GALILEO)

toplevel "FAIL";

llFAIL" and llSlll ||S2ll ;

llSlll or IISSlII llPSlll;

llSQll or IISSQII IIPSQII ;

llSSlll pand llSWlll ||M1|| ;

llPSlll Sg |IM1|| IIAUX" ;

llSSQII pand "Sw2" ||M2|| ;

IlPSQII Sg |IM2|| IIAUX" ;

"M1" exponential(0.01) uniform(1,5);

"M2" exponential(0.01) uniform(1,5);

"AUX" exponential(0.01) exponential(0.0025) uniform(1,5);
"SW1" exponential(0.003) uniform(1,2);

"SW2" exponential(0.003) uniform(1,2);

"RBOX" priority_rbox "M1" "M2" "SW1" "SW2" "AUX";
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Arbitrary Distributions

Large Systems

Semantics of RFT
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Semantics of RFT

Arbitrary Distributions

Excludes
Markov Chains Input’Output
» Stochastic Automata
Requires with Urgency
Compositionality
Large Systems
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IOSA + Urgency

(87 Aa Ca %7 CO) SO)
e S is a set of states
— IU (]
e A is asetof labels A=AWA
A" C A

C is a set of clocks and each

x € C has an asociated CDF u,

e > CSXCxAXxCxS
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IOSA + Urgency

@, off?, & {y},onl {z}
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Analysis

IOSA + Urgency through

simulation
{y},onl {z}
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|OSA: weak determinism

An [OSA should satisfy:

a) If s Gl o and a € A'U AY, then C = .

b) If s GO o and a € A° \ A", then C'is a singleton set.

xz},a1,C z},a2,C
c) If {}—11>3 ands{}#hﬁ then a; = ap, C7 = C5 and s; = ss.

(
(
(
(d) Forevery a € A' and state s, there exists a transition s LELESN

@,a,C’ Q,CL,C’
(e) Forevery a € A, if s —— s; and s ——2 s9, C1 = C} and s; = ss.

(f) There exists a function active : S — 2¢ such that:

i) active(sg) C Cy,

(

(ii) enabling(s) C active(s),

(iii) if s is stable, active(s) = enabling(s), and
(

iv) ift C2C% s then active(s) C (active(t) \ C) U C".
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|OSA: weak determinism

An [OSA should satisfy:

(a) Ifs Gal, g and a € A'U AY, then C = .
(b) If s Cay v and a € A°\ AY, then C' is a singleton set.
te}.a1.C (2}.42.C Input enabledness
(c) If s = o and s —222 g0 then ap = ag, O = Cs and s = so.
(d) Forevery a € A' and state s, there exists a transition s RIS

@,a,C/ Q,CL,C’
(e) Forevery a € A, if s —— s; and s ——2 s9, C1 = C} and s; = ss.

(f) There exists a function active : S — 2¢ such that:

i) active(sg) C Cy,

(

(ii) enabling(s) C active(s),

(iii) if s is stable, active(s) = enabling(s), and
(

iv) if C—> s then active(s) C (active(t) \ C') U C".
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|OSA: weak determinism

An [OSA should satisfy:

(a) Ifs Gal, g and a € A'U AY, then C = .
(b) If s Cay v and a € A°\ AY, then C' is a singleton set.
te}.a1.C (2}.42.C Input enabledness
(c) If s = o and s —222 g0 then ap = ag, O = Cs and s = so.
(d) Forevery a € A' and state s, there exists a transition s RIS

@,a,C/ Q,CL,C’
(e) Forevery a € A, if s —— s; and s ——2 s9, C1 = C} and s; = ss.

Input and urgent

(f) There exists a function active : S — 2¢ such that: determinism

i) active(sg) C Cy,

(

(ii) enabling(s) C active(s),

(iii) if s is stable, active(s) = enabling(s), and
(

iv) if C—> s then active(s) C (active(t) \ C') U C".
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|OSA: weak determinism

An [OSA should satisfy: Output determinism
C (non-urgent)
(a) Ifs LIS and a € A'U AY, then C = .
(b) If s Cay v and a € A°\ AY, then C' is a singleton set.
te}.a1.C (2}.42.C Input enabledness
(c) If s = o and s —222 g0 then ap = ag, O = Cs and s = so.
(d) Forevery a € A' and state s, there exists a transition s RIS

g,a,01 2,a,C4
(e) Forevery a € Al if s 8 g and s /22 g, C1 = C% and s1 = s2.
Input and urgent
(f) There exists a function active : S — 2¢ such that: determinism

i) active(sg) C Cy,

iii) if s is stable, active(s) = enabling(s), and

C,a

(

(ii) enabling(s) C active(s),

(

(iv) if t £ ¢ then active(s) C (active(t) \ C) U C".
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|OSA: weak determinism

An [OSA should satisfy: Output determinism
C (non-urgent)
(a) Ifs LIS and a € A'U AY, then C = .
(b) If s Cay v and a € A°\ AY, then C' is a singleton set.
te}.a1.C (2}.42.C Input enabledness
(C) —11> S1 and s # S9 then ap = ao, Cl = 02 and S1 = S9.
(d) Forevery a € A' and state s, there exists a transition s RIS

2,a,C1 g,a,C4
(e) Forevery a e A, if s =% s and s ——2 55, €} = C} and s = s5.
Input and urgent
(f) There exists a function active : S — 2¢ such that: determinism

i) active(sg) C Cy,

iii) if s is stable, active(s) = enabling(s), and The rest ensures that clocks do

Ca not introduce non determinism

(

(ii) enabling(s) C active(s),

(

(iv) if t £ ¢ then active(s) C (active(t) \ C) U C".
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|OSA: weak determinism

An 10SA should satisfy: Output determinism

> (non-urgent)
a) If s LN and a € A'U AY, then C = .

(
(b) If s Cay v and a € A°\ AY, then C' is a singleton set.

PRCONIRe Input enabledness
(0) If s 12
(

“hen a1 = az, C1 = Cy and S1 = So.
Ensures that

d) Forev: . .
) non-urgent behaviour is

.. F,a,C
a transition s — s

(e) For ever deterministic SLIS N C1 = Cjand s; = s5.

(f) There exists a Tu.. .o — 2€ such that: Inizjlétearrr::nui;grsnt
(i) active(sg) C Cy,
(ii) enabling(s) C active(s),
(iii) if s is stable, active(s) = enabling(s), and The,reSt BTEUITES {17 CIOCIFS.dO
i C Cact aetive(s) C (sctive(t) \ O) UC. not introduce non determinism
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|IOSA: weak determinism

Defimition 8. A closed IOSA T is weakly deterministic of = ww@ﬂ@kﬁm im
M WP(@) ;. @) m (@,@’J) € 8 that satisfies ome @ﬁ the folllonimg comditions s
MFMW?@MW amy(nm@,@@)) €S ((az))s i stbille amd Ujye 0 giimiey Tl 0)

liffienent. protability measures,. () s is mot stablle,. (s.v) = ..
(s, 0) = p/ amﬂyu#;pl,, @ﬂ”((@))ﬁ wmﬂm M(ﬁ,,,w) 5 fior some @ € A\ A"..
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|OSA: weak determinism

Defimition 8. A closed IOSA T is weakly determmlstlc if g; @@y@l] dlefimed i
and,, im P(L),. amy state (s.v) € $ that satisfies g comditions i
aﬁmﬁtmfm@ﬁ@ﬂﬁm& m@(nmtg,@@)) 6 5 ((az))& s stiabille WUQ@AM{M}} m(ﬁ,,,@))
VL ferreniil. [Ty s e, ((@)}ﬁ wﬂ@ttﬁa&lk; (S,g,@’)) g?’lﬂly;
(s.w) = ' Myu#wl,, @W’((@))S wmﬂm ama?(@,,,w) = flor some @ € A7\ A"

Theorem: Every closed confluent IOSA is weakly deterministic.
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|OSA: weak determinism

Defimition 8. A closed IOSA T is weakly determlmstlc if gy ww@l] dlefimed] i
and,, im P(X),. amy statie (s, v) € § that satisfies i) comdittions i
dhmﬁmwwm@dﬁmmmw(m@,@@) @ 5 ((ad)g wﬁaﬂl@mﬁ@mwﬁ(@w
combiaims fifffeerent probabillity measanes; ((&)))g iiss mott stiablle,. (s, v)) = g,
(5,,,@)) z»yz[’ amﬂw#;ﬂl W((@))ﬁmmﬂmm(@w) = for some @ € A\ A"

Theorem: Every closed confluent IOSA is weakly deterministic.

All communications have
been resolved (i.e. no inputs left)
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All communications have
been resolved (i.e. no inputs left)

|OSA: weak determinism

Defimition 8. A closed IOSA T is weakly determmlstlc if gy g@w@m diefimed] i
and, WP(@” amy state (8. w) € 8 that satisfies g conditions i
ﬁrzmz amy/ (lmtt;,@z@ﬂ e 5 ((az)) s 1 stiablle MU@@MW@,%(@@)
lifflerent profabillity measunes.. ((@))5’ iis mott stiablle,, (s, v)) = g,
(s, ) s»yd’ amﬂ;/u#m[,,, @rr((@))g Z@mttﬁaﬂi@ md(g,,,w) = for some @ € A\ A"

Theorem: Every closed confluent IOSA is weakly deterministic.




|OSA: weak determinism

Defimition 8. A closed IOSA T is weakly determmlstlc if g @wg]l]
and, im P(T)), amy statie (s, v) € $ that satisfies pruimg) comdiitions i
MWWM ﬁm @my (nmtg,@@)) é 5 (@) s 1 stiablle WU@@&MW}} m(@,,,@))
iffierent probability measunes, (B) s is mot stable, (s.v) = p..
(s, ) = p/ amﬂw#ul,, @W’((@))S wmﬂﬁaﬂl@ amd(ﬁ,,,w) = for some @ € A\ A"

Theorem: Every closed confluent IOSA is weakly deterministic.
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|OSA: weak determinism
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Theorem: Every closed confluent IOSA is weakly deterministic.
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From RFT to IOSA

Basic Element

fail ~

o _ o

repair ~ vy
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From RFT to IOSA

Basic Element

fail ~

repair ~ vy

ot Textual form of IOSA
o for the tool FIG

module BE_i
fc, rc : clock;
inform : [0..2] init O;
broken : [0..2] init O; // 0: up, 1: down,

[f1!'] broken=0 @ fc -> (inform=1) & (broken=1);

[r??] broken=1 -> (broken=2) & (rc=v);
[up!] broken=2 @ rc -> (inform=2) &
(broken=0) & (fc=u);

[fi!!] inform=1 -> (inform=0);
[ui!!] inform=2 -> (inform=0);
endmodule

2: repairing
xu,:4. f’g'ilr c
&y | N

e | &




From RFT to IOSA

@ Basic Element

fail ~

repair ~ vy

ot Textual form of IOSA
o for the tool FIC

Assume
self-loops for undefined
inputs

module BE_i
fc, rc : clock;
inform : [0..2] init O;
broken : [0..2] init 0; // O: up, 1: down, 2: repairing

[f1!'] broken=0 @ fc -> (inform=1) & (broken=1);
[r??] broken=1 -> (broken=2) & (rc=7);
[up!] broken=2 @ rc -> (inform=2) &

(broken=0) & (fc=u);

[fi!!] inform=1 -> (inform=0);
[ui!!] inform=2 -> (inform=0);
endmodule
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From RFT to IOSA

(Binary) AND gate

< if both inputs fail
signal fault
<« if one input repairs

signal repair

CONICET

- <y

module AND
singalf: bool init false;
signalu: bool init false;

count: [0..2] init O;

[f177] count=1 -> (count=
[f17?7] count=0 -> (count=
[f277] count=1 -> (count=

[f277] count=0 -> (count=

[u1??] count=2 -> (count=
[u1??] count=1 -> (count=
[u27?] count=2 -> (count=

[u27?] count=1 -> (count=

[f!!] signalf & count=2
[u!!] signalu & count!=2

endmodule

2) & (signalf=true);
1);
2) & (signalf=true);
1);

1) & (signalu=true);
0);
1) & (signalu=true);
0);

-> (signalf=false);
-> (signalu=false);
@

o
L
@
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From RFT to IOSA

module OR module PAND

module SBE module SPAREGATE
signalf: bool init false; £1: bool init false; fc, dfc, rc : clock; state: [0..4] init 0; // on main, request, wait, on spare, broken
signalu: bool init false; £2: bool init false; inform : [0..2] init 0; inform: [0..2] init O;
count: [0..2] init 0; st: [0..4] init 0; // O:up, 1:inform fail, 2:failed, active : bool init false; release: [-n..n] init 0;
// 3:inform up, 4:unbreakable broken : [0..2] init 0; idx: [1..n] init 1;
[£177] count=0 -> (count’=1) & (signalf’=true);
[£177] count=1 -> (count’=2); [_7] st=0 & f1 & !'f0 -> (st’=4); [e??] lactive -> (active’=true) & (fc’=); [£f1p7] state=0 -> (state=1) & (idx=1);
[£277] count=0 -> (count’=1) & (signalf’=true); [d??7] active -> (active’=false) & (dfc’= ); [upp?] state=4 -> (state=0) & (inform=2);
[£277] count=1 -> (count’=2); [£077] st=0 & !fO & !f1 -> (£0’=true); [upp?] state=3 & idx=1 -> (state=0) & (idx=1) & (release=1);
[£0?77] st=0 & !'f0 & f1 -> (st’=1) & (£0’=true); [f1!] active & broken=0 @ fc -> (inform’=1) & (broken’=1); e
[u1?7?] count=2 -> (count’=1); [£077] st!=0 & !0 -> (f0’=true); [£f1!] 'active & broken=0 @ dfc -> (inform’=1) & (broken’=1); [upp?] state=3 & idx=n -> (state=0) & (idx=1) & (release=n);
[u1?7] count=1 -> (count’=0) & (signalu’=true); [£077] £0O ->; [x?7] -> (broken’=2) & (rc’=);
[u277] count=2 -> (count’=1); [up!] active & broken=2 @ rc  -> (inform’=2) & (broken’=0) & (fc’=); [£117] state=3 & idx=1 -> (release=1);
[u2??] count=1 -> (count’=0) & (signalu’=true); [£177] st=0 & !'f0 & !f1 => (f1’=true); [up!] 'active & broken=2 @ rc -> (inform’=2) & (broken’=0) & (dfc’=);
[£177] st=0 & £0 & !f1 -> (st’=1) & (f1’=true); [£f1,7] state=3 & idx=n -> (release=n);
[f!1] signalf & count!=0 -> (signalf’=false); [£177] st=3 & !f1 -> (st’=2) & (f1’=true); [£!1] inform=1 -> (inform’=0);
[u!!] signalu & count=0 -> (signalu’=false); [£177] (st==1|st==2|st=4) & !'f1 -> (f1’=true); [u!!] inform=2 -> (inform’=0); [rqi!!] state=1 & idx=1 -> (state=2);
endmodule [£177] £1 ->; endmodule
[rq,!!] state=1 & idx=n -> (state=2);
[u077] st!=1 & £f0 -> (£0’=false);
module VOTING_3_1 , , module MUX ; - o o ~ (rel s
count: [0..3] init 0; [w077] st=1 & £f0 -> (st’=0) & (f0’=false); queue[n]: [0..3] init 0; // idle, requ ing, reject, u asg177] state=0 | state= state=3 -> (release=1);
inf bool init £ ]’. [u077] '£f0 =>; avail: bool init true: [asg1?7?] state=2 & idx=1 -> (release=-1) & (state=3);
inform: bool init false; : ;
broken: bool init false; [asg177] state=4 -> (release=-1) & (state=3)
77 = =. -> )= H sns & (idx=1) & (inform=2);
[£07?] -> (count’=count+1) & (inform’=(count+1=2)); fut?7]) (st=0lst=3) & 11 (f1°=false); enable: [0..2] init O;
[u1??] (st=1lst=4) & f1 -> (st’=0) & (f1’=false);
[£177] -> (count’=count+1) & (inform’=(count+1=2));
[u1??] st=2 & f1 -> (st’=3) & (f1’=false); 21 - . . [asg,??] state=0 | state=1 | state=3 -> (release=n);
[£277] -> (count’=count+1) & (inform’=(count+1=2)); [£17] -> (broken’=true);
[up7] > (broken’=false; [asg,??] state=2 & idx=n -> (release=-n) & (state=3);
) [£11] st=1 -> (st’=2); [asg,??] state=4 -> (release=-n) & (state=3)
[u077] -> (count’=count-1) & (inform’=(count=2)); - _ . & (idx=n) & (inform=2);
[u1?7] -> (count’=count-1) & (inform’=(count=2)); falt] st=3 = (st7=0); [e!!] enable=i -> (enable’=0); e ermea
endmodule = 1=0) ;
277] -> t’=count-1) & (inform’= £=2)); [d!!] enable=2 -> (enable’=0);
fu ! (coun coun ) (inforn’=(coun » [rj1?7?] state=2 & idx=1 -> (idx=2) & (state=1);
[£!1] inform & count >= 2 -> (inform’=false); module RBOX [rqo77] queue[0]=0 & (broken | 'avail) -> (queue[0]7=2); [rJ277) state=2 & 1dx=2 -> (idx=3) & (state=1);
[u!!] inform & count < 2 -> (inform’=false); broken[n] : bool init false; [rqo??] queue[0]=0 & !broken & avail -> (queue[0]’=1); - ) ) )
ondmodule busy: bool init false; [asgo!!] queue[0]=1 & !broken & avail -> (queue[0]°=3) & (avail’=false); [rjn7?] state=2 & idx=n -> (state=4) & (idx=1) & (inform=1);
[rjo!!] queue[0]=2 -> (queue[0]’=1);
[f1p7] -> (broken[0]’=true); [relp??] queue[0]=3 -> (queue[0]°=0) & (avail’=true) [rel;!!] release=1 & !(state=3 & idx=1) -> (release= 0);
% (enable’=2); [rel;!!] release=1 & state=3 & idx=1 -> (release= 0) & (state=1) & (idx=1);
[£f1,_17] -> (broken[n-1]’=true); [acco?7] -> (enable’=1);
[r0!!] tbusy & broken[0] -> (busy’=true); [rqn_177] queue[n-11=0 & (broken | 'avail) -> (queue[n-1]1’=2); [reln!!] release=n & !(state=3 & idx=n) -> (release=0);
[rqn_17?] queue[n-11=0 & !broken & avail -> (queue[n-1]’=1); [rel,!!] release=n & state=3 & idx=n -> (release= 0) & (state=1) & (idx=1);
S n—177 ! ;
[r,—1!!] 'busy & broken[n-1] [asgn—1!!] queue[n-1]=1 & queue[n-2]1=0 & ...
& 'broken[n-2] & ... & !broken[0] -> (busy’=true); & queue[0]=0 & !broken & avail -> (queue[n-1]’=3) & (avail’=false); lace1 1] release=-1 -> (release= 0);
[rjn_1'!] queueln-11=2 -> (queue[n-1]°=1);
" =-n - =0) ;
[upp?] -> (broken[0]’=false) & (busy’=false); [rel,_177] queue[n-1]=3 -> (queue[n-1]’=0) & (avail’=true) [acen 1] release=—n -> (release=0);
cen & (enable’=2);
CONICET [up,—_17] -> (broken[n-1]’=false) & (busy’=false); [accn_177] -> (enable’=1); [£1!] inform = 1 -> (inform=0);
endmodule endmodule [u!!] inform = 2 -> (inform=0); =
endmodule

UNC




From RFT to IOSA+Urgency

Given a RFT T' = (V, 4, si, [) the semantic of T is defined by

[T] = [lvev [v]
where
([1(0)](£10, up,,, £0, U, To) if {(v) = (be, 0, u,7)

[1(0)](£05 wos £5(0)[0]5 Wigo)[0] -5 Ti(w)In—1]> Wi(w)[n—1]) it [(v) € {(and, n), (or,n)}
[1(0)] (0, 90, £icv) 1ol Wigw) ol Fi(w) 1] o)1) if [(v) = (pand, 2)

o] = | [1(0) 1 (£Liw) (0 WPs () [0] Ti(w)[0]5 > ELi(w) n—1]» W) [n—1]» Ti(w)[n—1])  if [(v) = (rbox,n)
[{(v)](£10, up,; £, 00, Tus €0, du, TA(5i(0)[0],0) » 258(v,si (v)[0])

rel (5i(v)[0],0)1 S (si(v)[0],0) s T3 (v,5i(0)[0]) -+ T (wi(v)[n_l])) if [(v) = (sbe,n, u,v,7)
[L(0)] (£, 9o, £Li(0) 0] WPs (v 0]> ELi(0)[1]5 WPs (o) [1]5 T (v, (v)[1])* @SE(i(v)[1],0)
CONICET \ 8CC(v,i(v)[1]) T3 (3(0)[1],0) FEL(wi(0)[1]) 1 -+ TeL(w,i(v) [n—1) ) if [(v) = (sg,n) .
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From RFT to IOSA+Urgency

Given a RFT T' = (V, 4, si, [) the semantic of T is defined by

[T] = ||vev[v] The encodings
given before with
proper relabeling

([1(0)](£10, up,,, £0, U, To) if 1(v) = (be, 0, 11, 7)
[1(0)](£05 wos £5(0)[0]5 Wigo)[0] -5 Ti(w)In—1]> Wi(w)[n—1]) it [(v) € {(and, n), (or,n)}
[1(0)] (0, 90, £icv) 1ol Wigw) ol Fi(w) 1] o)1) if [(v) = (pand, 2)
[1(0) 1 (£Liw) (0 WPs () [0] Ti(w)[0]5 > ELi(w) n—1]» W) [n—1]» Ti(w)[n—1])  if [(v) = (rbox,n)
[[(0)] (10, up,, £, 00, To,s €05 vy TA(54(0)[0],0) 258 (v,5i(v)[0])
rel(si(v)[0],0)s &CC(si(v)[0],v)5 TJ (v,si(v)[0])> **» TJ (v,si(v)[n—l])) it [(v) = (sbe,n, p,v,7)
()] (£0, oy £15(0) (0] WPi(0) (0] £Li(w)[1]> WPi(w)[1]+ T(w,i(0)[1])* BSE(i(w)[1],0)
\ ACC (v,i(v)[1])> T3 (i(v)[1],0) T€L(v,i(v)[1])s > T€L(v,i(v) [n—1])) it [(v) = (sg, n) o
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From RFT to IOSA+Urgency

Given a RFT T' = (V, 14, si,[) the semantic of T is defined by

[T] = [lvev[v]
where
Good news
[1(v)](£1y,up,, £, if [(v) = (be, 0, u,7)

everyone!! |

(" if [(v) € {(and,n), (or,n)}

(0)[0]> Wi(w)[0]» Ti(w) 1] Wi(w)[1]) if [(v) = (pand, 2)

UP; (4)[0]> Ti(w)[0] ++» ELi(v)[n—1]» WPi(w)[n—1] Ti(v)[n—1]) it L(v) = (rbox, n)

fv; Wy, Tus €05 dus T (54(0)[0],0) » 288 (v,si(v)[0])>
0],0) 1 3CC(si(0)[0],0) T3 (v, si(0)[0]) 2+ T (w,si(o)n—1))) T U(v) = (sbe,n, 1, v,7)
i(v)[0]> WPs(v)[0]> ELi(v) [1]5 WPi(v)[1]5 TA(w,i(v)[1]) > @58 (i(v)[1],0)>

)[1]) rj (i(v)[1],0) rel(v,i(v)[l]): ey rel(v,i(v)[n—l])) if l(v) = (Sg, n)
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From RFT to IOSA+Urgency

Given a RFT T' = (V, 14, si,[) the semantic of T is defined by

[T] = llvev[v]
where
It satisfies the sufficient conditions
[1(0)] (10, up, , £1 that guarantee confluen.ce.. | if 1(v) = (be, 0, 11, 7)

Hence, it is weakly deterministic!

(2 if [(v) € {(and,n), (or,n)}

(0)[0]> Wi(w)[0]» Li(v)[1] Wi(o)[1]) it [(v) = (pand, 2)

Up; ()[0]> Ti(v)[0] ---7flz‘(v)[n—1],upz-(v)[n_1],ri(v)[n_l]) if [(v) = (rbox,n)

fv; Wy, Tus €05 dus T (54(0)[0],0) » 288 (v,si(v)[0])>
0],0) 1 3CC(si(0)[0],0) T3 (v, si(0)[0]) 2+ T (w,si(o)n—1))) T U(v) = (sbe,n, 1, v,7)
i(v)[0]> WPs(v)[0]> ELi(v) [1]5 WPi(v)[1]5 TA(w,i(v)[1]) > @58 (i(v)[1],0)>

)[1]) rj (i(v)[1],0) rel(v,i(v)[l]): ey rel(v,i(v)[n—l])) if l(v) = (Sg, n)

,o®

C‘D ,@ UNC

@




From RFT to IOSA+Urgency

Given a RFT T' = (V, 14, si,[) the semantic of T is defined by

[TT = llvev[v]
where
It satisfies the sufficient conditions
[1(0)] (10, up, , £1 that guarantee confluen.ce.. | if 1(v) = (be, 0, 11, 7)
Hence, it is weakly deterministic!
(2 if [(v) € {(and,n), (or,n)}
(0)[0] Wi(0)[0]» Ei(v)[1]> Wiv)[1]) it [(v) = (pand, 2)

UP; (v)[0]» Ti(v)[0]s +++> £Li(v) [n—1]> WP4(v) [n—1]s Ti(v)
f’U) Uy, Xy, €0, d’l)? rq(si(v)[o]’v), asg(v’si(v)[o

0],v)» 8CC(si(v)[0],v)> LI (v,5i(v)[0])> **» LI (v,si(v

—

i(0)[0]5 WP4(v)[0]» £Li(v)[1]5 WP (v)[1]> T(v,i(v)[1]

)1])> T (i(v)[1],0) > TOL(v,i(v)[1])5 +++> T€L(v,i(v)[n
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Monte Carlo Simulation
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Rare event simulation through Importance Splitting
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Z € N s the state of the RFT with n nodes
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Deriving the importance function from RFT
(the structural way)

Z € N s the state of the RFT with n nodes

IBE(f) = (BE IS falled) 71:0= fBE
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Deriving the importance function from RFT

(the structural way)
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Deriving the importance function from RFT
(via minimal cut sets)

« Cut set: a set of BE that triggers a TLE (Top Level Event)

< It is minimal if removing any BE there is no TLE

<+ Originally defined for static fault trees

« We adapt them and extended to repairable fault trees but...

+ If no PAND and Spare gates, all MCS can be collected

< If Spare gates but no PAND some MCS maybe lost for some configurations

< We did not include PAND
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Deriving the importance function from RFT
(via minimal cut sets)

Name Expression Description
For each MCS of the tree, Zycs counts the number of bes that have failed in the
Tmcs (%) = Mngﬁ)(gN) { Z a?b} current state #. The importance Zycs(Z) of the current state of the tree is the
vEMOS maximum among these counts.
. ~ ZImcs-p operates similarly to function Zycs above, but here the maximum ranges
Imcs-p (x) = max Z Ty . . .
MCSEMn (A7) |, Etss over a pruned set of MCS, discarding cut sets with N or more bes.
Similar to Zycs-p but using the failure rates for pruning, Zycs-pr considers only
Imcs-pr(Z) = max Z T MCS where the product of the failure rate of all bes is greater than A. Applicable
MCOSEM > A (AF) MOS . S .
ve only to FTs whose failure and dormancy distributions are Markovian.
. Zmcsn is @ normalised version of Zycs. The normalisation follows a similar pro-
xr . .
Imesn () = max lem - b cedure to the structured case, where lem is the least common multiple of the
. p
MCSEM(AF) vt IMCS|

cardinality of every MCS in M(A*).
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Deriving the importance function from RFT

Name Expression Description
For each MCS of the tree, Zycs counts the number of bes that have failed in the
Tmcs(T) = ma>(< : Z Ty current state #. The importance Zycs(Z) of the current state of the tree is the
MCSEM (A"
vEMOS maximum among these counts
. ~ ZImcs-p operates similarly to function Zycs above, but here the maximum ranges
TImcsp () = max Z Ty . .
MCSEMn (A7) |, Etss over a pruned set of MCS, discarding cut sets with N or more bes
Similar to Zycs-p but using the failure rates for pruning, Zycs-pr cO ly
Imcs-pr(Z) = max Z Ty MCS where the product of the failure rate of all :
MCSEM A (AY) | S )
v only to FTs whose failure and
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Experiments (Case Studies)

.................................

_______________________

CONICET

i)
&) UNC
N7~

- <y R &




CONICET

- <y

Experiments

(Case Studies)

Basic

clement Fail time PDF  Repair PDF Dormancy PDF
VOT:
BE-A  Inor(4.37,0.33) uni(0.4,0.95)
BE-B  wei(4.5,0.0125) uni(0.4,0.95)
DSPARE:
BE exp(0.07) uni(1.0,2.0)
SBE exp(0.07) uni(1.0,2.0) exp(0.035)
HECS:
SW exp(4.5x10712)  uni(28.0,56.0)
HW exp(1.0x1071%)  uni(28.0,56.0)
M, exp(5.0x10)  uni(21.0,28.0)
M; exp(6.0x10®)  uni(21.0,28.0)
Bk exp(8.7x107%)  Inor(4.45,0.24)
P, exp(1.0x1073)  Inor(4.45,0.24)
PSp exp(1.5x1073)  Inor(4.45,0.24) dir(oo)
FTPP:
NE; Inor(6.5,0.5)  nor(150.0,50.0)
B; exp(2.8x1072)  nor(15.0,3.0)
SBE,  exp(2.8x102)  nor(15.0,3.0)  dir(oo)
RC:
BE; exp(0.04) nor(2.0,0.7)
SBE;  exp(0.04) nor(2.0,0.7) exp(0.5)
HVC:
BE; ray(1.999) uni(0.15, 0.45)
SBE;  ray(1.999) uni(0.15,0.45)  erl(3.0,0.25)

Distribution:

Dirac(x)
exponential(\)
Erlang(k, \)
uniform([a, b|r)
Rayleigh(o)
Weibull(k, \)
normal(u, o)
log-normal(u, o)
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Final discussion

<+ In general structural importance function showed the best performance

0.
%

MCS based important function occasionally performs worst than Monte Carlo
+ Fixed effort showed better performance than RESTART (limited to reliability)
+ ... and work also well in combination with MCS based IF

< Still... not good enough (compare to importance sampling)

« Our importance functions are discrete

+ Conjecture:

if time and stochastics info is considered, continuous versions should work better
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Final discussion This work will
appear in STTT

<+ In general structural importance function showed the best performance

0.
%

MCS based important function occasionally performs worst than Monte Carlo
+ Fixed effort showed better performance than RESTART (limited to reliability)
+ ... and work also well in combination with MCS based IF

< Still... not good enough (compare to importance sampling)

+ Our importance functions are discrete

+ Conjecture:

if time and stochastics info is considered, continuous versions should work better
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