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Motivation: a memory cell

module NOMINAL module FAULTY
b : [0..1] init O; v : [0..3] init O;
m : [0..1] init O0; // O = normal, s : [0..2] init 0; // O = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[wO] (m=0) -> (b'= 0); [wO] (s1=2) -> (v'=0) & (s'= 0);
[wi] (m=0) -> (b'= 1); [wi] (s'=2) -> (v'=3) & (s'= 0);
[rO] (m=0) & (b=0) -> true; [rO] (s!=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!'=2) & (v>=2) -> true;
[tick] (m=0) -> p: (m'= 1) + [tick] (s!=2) -> p: (s'=2) +q: (s'=1)
(1-p): true; + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); [rfsh]l (s=2) -> (s8'=0)
endmodule & (v'= (v<=1) 7 0 : 3);
[fault] (s=1) -> (v'= (v<3) ? (v+1) : 2)
& (s'= 0) ;
[fault] (s=1) => (v'= (v>0) ? (v-1) : 1)
& (s'= 0) ;
endmodule
CONICET o—® [
o o N
& v i UNC




Implementation model:

MotivatiOn. a memory CeE Includes faults and fault handling

mechanism

module NOMINAL module FAULTY
b : [0..1] init O; v : [0..3] init O;
m : [0..1] init O0; // O = normal, s : [0..2] init 0; // O = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[wO] (m=0) -> (b'= 0); [w0] (s!=2) -> (v'=0) & (s'= 0);
[wi1] (m=0) -> (b'= 1); [wi1] (s!=2) -> (v'=3) & (s'= 0);
[rO] (m=0) & (b=0) -> true; [rO] (s!=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!'=2) & (v>=2) -> true;
[tick] (m=0) -> p: (m'= 1) + [tick] (s!=2) -> p: (s'=2) +q: (s'=1)
(1-p): true; + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); [rfsh]l (s=2) -> (s8'=0)
endmodule & (v'= (v<=1) 2 0 : 3);
[fault] (s=1) -> (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
[fault] (s=1) => (v'= (v>0) 7 (v-1) : 1)
. & (s'= 0) ;
Nominal model: endmodule

Prescribes the normal behavior

where faults do not occur
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Implementation model:

MotivatiOn. a memory CeE Includes faults and fault handling

mechanism

module NOMINAL module FAULTY
b : [0..1] init O; v : [0..3] init O;
m : [0..1] init O0; // O = normal, s : [0..2] init 0; // O = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[wO] (m=0) -> (b'= 0); [w0] (s!=2) -> (v'=0) & (s'= 0);
[wi1] (m=0) -> (b'= 1); [wi1] (s!=2) -> (v'=3) & (s'= 0);
[rO] (m=0) & (b=0) -> true; [rO] (s!=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!'=2) & (v>=2) -> true;
[tick] (m=0) -> p: (m'= 1) + [tick] (s!=2) -> p: (s'=2) +q: (s'=1)
(1-p): true; + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); [rfsh] )(s=2) -> (s8'=0)
endmodule & (v'= (v<=1) 2 0 : 3);
[fault] (s=1) -> (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
[fault] (s=1) => (v'= (v>0) 7 (v-1) : 1)
. & (s'= 0) ;
Nominal model: endmodule

Prescribes the normal behavior

where faults do not occur
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module NOMINAL

b : [0..1] init O;
m : [0..1] init O0; // O
// 1

[wO] (m=0) ->
[wi] (m=0) ->
[r0] (m=0) & (b=0) ->
[r1] (m=0) & (b=1) ->
[tick] (m=0) ->
[rfsh] (m=1) ->

endmodule

Nominal model:
Prescribes the normal behavior
where faults do not occur

COr.

&

How “close” is the
implementation model to the
nominal model?

ON: @ Memory ce

module FAULTY
v : [0..3] init O;

Implementation model:
Includes faults and fault handling

// 0
// 2

=->
=->

->

= normal, s : [0..2] init O;
= refreshing
(b'= 0); [wO] (s!=2)
(b'= 1); [wi] (s'=2)
true; w1 B [r0] (s!1=2) & (v<=1) —>
true; [r1] (s!1=2) & (v>=2) —>
p: (m'= 1) + [tick] (s!=2)
(1-p): true;
(m'= 0); [rfsh] )(s=2)

[fault] (s=1)

[fault] (s=1)

endmodule

We want a general
technique in contraposition with
ad-hoc techniques

mechanism

normal, 1 = faulty,

refreshing

(v'=0) & (s'= 0);
(v'=3) & (s'= 0);

true;
true;

p: (s'=2) + q: (s'= 1)
+ (1-p-q): true;

(s'=0)

& (v'= (v<=1) ? 0 :
(v'= (v<3) ? (v+1)

& (s'= 0)
(v'= (v>0) 7 (v-1)
& (s'= 0)

3);
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Probabilistic Masking Simulation:
when implementations are perfect

For non-faulty
actions

a 0 0 a So far, this is the usual
probabilistic bisimulation
ILL .......... 1Y ILL .......... 1Y
R - - R

exists a coupling w s.t.
w(s',t') >0 = (s,t')eR

a distribution in S x S s.t.
w(-,S)=pand w(S, ) =v
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Probabilistic Masking Simulation:

For non-faulty

el when implementations are perfect where £is a fault
Ag
a a a a F
#o,
LU eeeeeenns 1Y LU eeeeennnns v R ..... 1Y
R# = - R#

exists a coupling w s.t.
w(s',t') >0 = (s,t')eR

a distribution in S x S s.t.
w(-,S)=pand w(S, ) =v
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Probabilistic Masking Simulation:

For non-faulty

el when implementations are perfect where £is a fault
Ag
a a a a F
#o,
LU eeeeeenns 1Y LU eeeeennnns v R ..... 1Y
R# = - R#

exists a coupling w s.t.

w(s', t) >0 = (s,t') R The set C(u, v) of all

couplings forms a polytope

ith ti V(C
a distribution in S x S s.t. Wl Geiees Vs D)

w(-,S)=pand w(S, ) =v
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Probabilistic Masking Simulation:
when implementations are perfect

module NOMINAL

b : [0..1] init O;
m : [0..1] init 0; // O
// 1

[w0] (m=0) ->
[wi] (m=0) ->
[r0] (m=0) & (b=0) ->
[r1] (m=0) & (b=1) —>
[tick] (m=0) ->
[rfsh] (m=1) ->
endmodule

normal,

refreshing

(b'= 0);
(b'= 1);
true;

true;

p: (m'=1) +
(1-p): true;
(m'= 0);

module FAULTY
v : [0..3] init 0;

s : [0..2] init 0; //
//
f : [0..1] init O; //

_< ol  (s!=2)

! m [wi] (s!=2)
[r0] (s!1=2) & (v<=1)
[r1] (s!1=2) & (v>=2)
[tick] (s!=2)
[rfsh] (s=2)

[fault] (s=1) & (f<1)

[fault] (s=1) & (f<1)

endmodule

0
2

normal, 1 = faulty,
refreshing

fault limiting artifact

(v'=0) & (s'= 0);
(v'=3) & (s'= 0);
true;

true;

p: (8'=2) + q: (s'=1)
+ (1-p-q): true;

(s'=0)

& (v'= (v<=1) ?2 0 : 3);
(v'= (v<3) 7 (v+1) : 2)
& (s'=0) & (£f'= f+1);
(v'= (v>0) 7 (v-1) : 1)
& (s'=0) & (£'= £+1);

R={{(b,m),(v,s,£)) | 2b<v<2b+1A(m=1ss=2)}
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Probabilistic Masking Simulation:
when implementations are perfect

module NOMINAL

b : [0..1] init O;
m : [0..1] init 0; // O
// 1

[w0] (m=0) ->
[wi] (m=0) ->
[r0] (m=0) & (b=0) ->
[r1] (m=0) & (b=1) —>
[tick] (m=0) ->
[rfsh] (m=1) ->
endmodule

normal,

refreshing

(b'= 0);
(b'= 1);
true;

true;

p: (m'=1) +
(1-p): true;
(m'= 0);

module FAULTY

v : [0..3] init O;
s : [0..2] init 0; // 0

[w0]
[wil
[r0]
[r1]
[tick]
[rfsh]
[fault]

[fault]

endmodule

// 2

(s'=2) ->
(s!=2) ->
(s!=2) & (v<=1) —>
(s!=2) & (v>=2) ->
(s!=2) ->

(s=2) ->

(s=1) ->

(s=1) ->

normal, 1 = faulty,
refreshing

(v'=0) & (s'= 0);
(v'=3) & (s'= 0);
true;

true;

p: (s'=2) +q: (s'=1)
+ (1-p-q): true;

(s'=0)

& (v'= (v<=1) 2 0 : 3);
(v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
(v'= (v>0) ? (v-1) : 1)
& (s'= 0) ;
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A characterizing stochastic game

s = u from the nominal model or
1. The refuter R chooses either

s’ ' 1’ from the implementation;

s' 5" 1 if R chose from the nominal, or
2a. If a ¢ F, the verifier V chooses

a .
s —  otherwise.

In addition, V chooses a coupling w for C(u, 1');
2b. If a € F, V can only select A; and the only coupling w € C(Ag, 1');

3. The successor pair of states (¢,t") is chosen probabilistically according to w.

If the play continues
forever, V wins and there is a
CONICET
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1. The refuter R chooses either

A characterizing stochastic game

s % p from the nominal model or

s" %" i’ from the implementation;

s' 5 i if R chose from the nominal, or

2a. If a ¢ F, the verifier V chooses

s & u otherwise.

In addition, V chooses a coupling w for C(p, 1');

2b. If a € F, V can only select A

and the only coupling w € C(Ay, it');

3. The successor pair of states (¢, ") is chosen probabilistically according to w.

module NOMINAL

b : [0..1] init 0;
m : [0..1] init 0; // O = normal,
// 1 = refreshing

[wo] (m=0) -> (b'= 0);
[wil (m=0) => (b'= 1);
[x0] (m=0) & (b=0) —-> true;
[ri1] (m=0) & (b=1) -> true;

[tick] (m=0) => p: (m'=1) +
(1-p): true;
[rfsh] (m=1) -> (m'= 0);
endmodule
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module FAULTY

v : [0..3] init O;
s : [0..2] init O; // 0 = normal, 1 = faulty,
// 2 = refreshing

[wo] (s!=2) -> (v'=0) & (s'=0);
[wi] (s'=2) => (v'=3) & (s'= 0);
[r0] (s!=2) & (v<=1) -> true;
[r1] (s!=2) & (v>=2) -> true;

[tick] (s!=2) =>p: (s'=2) +q: (s'=1)
+ (1-p-q): true;
[rfsh] (s=2) -> (s'=0)
& (v'= (v<=1) 2 0 : 3);
[fault] (s=1) => (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) H
[fault] (s=1) => (v'= (v»0) ? (v-1) : 1)
& (s'=0) ;
endmodule

((O’ 0)’ ) (07 0)7'7" ) R)
\
((07 0), tiCkla (0,0), u, -, -, V)
\
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S
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|
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((0,0),-,(2,0),-,-,-,R)

'

((07 0)7 I‘Ol, (2 O) A(0,0)7 i) V)
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Verr
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A characterizing stochastic game

s % p from the nominal model or
1. The refuter R chooses either "
s =’ u' from the implementation;

s' 5 i if R chose from the nominal, or
2a. If a ¢ F, the verifier V chooses "
s — p otherwise.
In addition, V chooses a coupling w for C(p, 1');
2b. If a € F, V can only select A, and the only coupling w € C(A,, 1');

3. The successor pair of states (¢, ") is chosen probabilistically according to w.

module NOMINAL module FAULTY
b : [0..1] init 0; v : [0..3] init 0;
m : [0..1] init O; // O = normal, s : [0..2] init O; // 0 = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[w0] (m=0) -> (b'= 0); [w0] (s!=2) => (v'=0) & (s'= 0);
[wi] (m=0) => (b'= 1); [wi] (s!=2) => (v'=3) & (s'= 0);
[x0] (m=0) & (b=0) -> true; [r0] (s'=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!=2) & (v>=2) -> true;
[tick] (m=0) => p: (m'=1) + [tick] (s!=2) =>p: (8'=2) +q: (s'=1)
(1-p): true; + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); [rfsh] (s=2) -> (s'=0)
endmodule & (v'= (ve=1) 7 0 : 3);
[fault] (s=1) => (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
[fault] (s=1) => (v'= (v>0) ? (v-1) : 1)
& (s'= 0) ;
endmodule
CONICET

- <y

BN
Stochastic masking

game graph

((O’O)"7(070)7'7"'7R)
\
((0,0),tick1,(0,0),u7—,—,V)
Y
((0,0), tick', (0,0), p, ', wo, P)

N

((O 1)’ 7(0 7 R K O 0)’ 7(0 1)7 1’7y 7R)
«
((070)7fau1t27 (07 l)a'vA(l,O)y‘vv)

}

((07 0)7 fau1t27 (07 1)1 A(0,0)7 A(1,0)7 w1, P)

\
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\
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\
((0,0), tick!, (1,0), u, p'’, wa, P)

ST N
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}

((0,0), fault?, (2,1), A0y, A2,0), w3, P)

Uncountable
branching since

wo € C(p, ')

1-p—q

\
((O’O)"7(270)7'7"'7R)
Y
((0,0), 0", (2, o) A©0,0),-5- V) o+ ® [
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A characterizing stochastic game

s % p from the nominal model or
1. The refuter R chooses either "
s =’ u' from the implementation;

" & 1/ if R chose from the nominal, or
2a. If a ¢ F, the verifier V chooses "
s — p otherwise.
In addition, V chooses a coupling w for C(p, 1');
2b. If a € F, V can only select A, and the only coupling w € C(A,, 1');

3. The successor pair of states (¢, ") is chosen probabilistically according to w.

module NOMINAL module FAULTY
b : [0..1] init 0; v : [0..3] init 0;
m : [0..1] init O; // O = normal, s : [0..2] init O; // 0 = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[w0] (m=0) -> (b'= 0); [w0] (s!=2) => (v'=0) & (s'= 0);
[wi] (m=0) => (b'= 1); [wi] (s!=2) => (v'=3) & (s'= 0);
[x0] (m=0) & (b=0) -> true; [r0] (s'=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!=2) & (v>=2) -> true;
[tick] (m=0) => p: (m'=1) + [tick] (s!=2) =>p: (8'=2) +q: (s'=1)
(1-p): true; + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); [rfsh] (s=2) -> (s'=0)
endmodule & (v'= (ve=1) 7 0 : 3);
[fault] (s=1) => (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
[fault] (s=1) => (v'= (v>0) ? (v-1) : 1)
& (s'= 0) ;
endmodule
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game graph

((0’0)"7(070)7'7"'7R)
¥
((0,0), tick, (0,0), p,-,-, V)
Y
((0,0), tick', (0,0), p, ', wo, P)

Uncountable

1—p_ g 5

/ \ P-q branching since
01,,02,,,, OO,,Ol,,,,R /
(0, 1), ( )01 ) wo € Clu, 1)

((07 0)9 fau1t2, (07 1)7 ) A(1,0) 5Ty V)

}

((07 0)7 faU1t27 (07 1)1 A(0,0)7 A(1,0)7 w1, P)
\
((0’0)"7(170)7‘7"‘7 R)

\
((070)7tiCk17(170)7,U1‘7‘7V)

\

((0,0), tick!, (1,0), u, p'’, wa, P)

ST N

((07 1)7'7(172 5'7'7'7 O 0)’ 7(1 1 ’ 7-7-7R) . o . . .
s Probabilistic masking simulation
((070)7fau1t27(171)7'7A(2,0)9‘:V) .ff
|

}

((0,0), fault?, (2,1), A0y, A2,0), w3, P) sup inf Prob™ ™ (<> ’Uerr) =0
} mRETTg TVETlY
((an)"7 (270):‘7"‘7 R)
'

((0,0), 0", (2, o) A0,0)55-5 V)

' 0

UNC
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A characterizing stochastic game

((07 0)9 ) (07 0)7‘7 T T

A symbolic (finite!) alternative
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((0,1),-
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R)

((07 0)7 tiCk17 (07 0)7 My =5y

\

V)

((0,0), tick", (0,0), u, p’, wo, P)

SN

,(0,1),-

,(0,2),-,-,-,R) (H)O)

((0,0),fault ,(0, ].), 7A(1,O)a

}

1—p—q

—,V)

., R)

((09 0)7 fau1t27 (Oa 1)7 A(0,0)7 A(1,0) y W1, P)

{

((07 0)7 i (17 0)7‘7 Ty T

\

R)
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A characterizing stochastic game

A symbolic (finite!) alternative

Z(0,1),(0,2) T Z(0,1),(0,1) T T(0,1),(0,0) = P
Z(0,0),(0,2) T Z(0,0),(0,1) + £(0,0),(0,0) = 1 — P
Z(0,1),(0,2) T T(0,0),(0,2) = P

Z(0,1),(0,0) T Z(0,0),000) = 1 —P—4
Z(0,1),(0,1) T T(0,0),(0,1) = 94

Z(0,1),(0,2) = 0

Z(0,1),(0,1) = 0

(0,1),(0,0) = 0

Z(0,0),(0,2) = 0

Z(0,0),(0,1) = 0

(0,0,(0,0) = 0

CONICET

((O? 0)9 B (07 0)7 B 'x R)
\
((0,0), tick?, (0,0), u,-X V)
Y
((0,0), tick?, (0,0), u, u’, B, P)

s
((071)7'a(072)7'7'xR) ((070)7'7(071)7'a'xR)
Ve

((0,0), fault?, (0, 1), -, A0 V)

}

((0,0), fault?, (0, 1), A(g 0y, A1,0), %, P)
\

((07 0)7 ) (17 0)7 B 'x R)
\

((0,0), tick", (1,0), u,-H V)

\

K

Vi
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A characterizing stochastic game

((070)5'7 (070)7'7'x R)
\
A symbolic (finite!) alternative ((0,0), tick!, (0,0), 1z, -2 V)
\
((0,0), tick?, (0,0), u, u’, B, P)

(0,1),(0,2) + (0,1),(0,1) T Z(0,1),(0,0) = P X
Z(0,0),(0.2) T (0,0),001) T Z(0,0),00) = 1 =P / I

(0,1),(0,2) T 2(0,0),(0,2) =P
0717'a 0727'7‘ R 0,0,—, 0717—,— R
$(0’1)7(0,0) aF $(0’0)7(0’0) =1 = P—q (( ) ( ) x ) (( i/ ( ) x )

Z(0,1),(0,1) T Z(0,0),(0,1) = 4 )
Z(0,1),(0,2 >0 ((07 O)a fault”, (Oil)a B A(1,0)x7 V)

((09 0): faU1t27 (Oa 1)7 A(0,0)7 A(1,0) ) xa P)

The stochastic game can be solved
using the symbolic game using the limit of:

UO :{Uerr} *
T (0,00, (1,0),-,-% R
{v" | v € VF9 A Post®9 (v') C Uj<i Uit u \
N ((0,0), tick", (1,0), u,-H V)

\

v v e VS9N Eq(v', Post 9 (v') N (.-, U?)) has no solution
P j<i
\-»’\
L 7~ NN\ e | yart ~ \ 7/ ™
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If not masking similar, how close it is?

((O’ 0)"7 (070)7'7"'7 R)
A\

m(tick) =1

((070)’tiCk1?(070)7M7_7_7V) m(a) = O’ if a % tiCk
. e . . . v
Instead, we consider quantitative objectives: (0.0, ek’ 0.0, 1. 4w, P)
Expected total accumulated milestones / \ 1P
((0,1),-,(0,2), ((o, 0) ,(0,1),-,-,-,R)
m : E‘F — NO ((0,0), fault?, (0, 1), - A(l,o),-,v)
3 1 1 i
- The reward is defined by ((0.0), £au14%, (0.1), Ao 01, At o, 01, P) 19, wsely
P !
m(U) If (% IS a V nOde ((0,0),-,(1,0),-,-,-,R) Sup lnf ‘PIFOb?T\/ﬂTR(<> Uerr) — 1
¥ mrEIlR TVELlY
Tm (V) = and o the action in it ((0,0), s1ek, (1,0, .-, -, V)
: !
0 otherwise ((0,0), #1ck?, (1,0), p, ", w2, P)
/ \ 1-p—q
(O, 1.2, (0020 Ummm B probabilistic masking simulation
((0,0), fault? (1¢1) A(Q,O),-,V) Iff
((0,0), £ault?, (2,1), A¢g.0y; A(2.0y; w3, P) sup inf PTObﬁV’WR(O Uerr) =0
' nrellg TvElly
((O’O)"7 (270)7'7"'7R)
!
((0,0),r0", (2,0), Ago.0y, -~ P
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If not masking similar, how close it is?

((O’ 0)’ ) (07 0)7'7" ) R)
\
((0,0), tick, (0,0), p, -, -, V)

m(tick) =1

m(a) =0, if a # tick

. el L. . . ) '
Instead, we consider quantitative objectives: (0.0, ek’ 0.0, 1. 4w, P)
Expected total accumulated milestones / \ 1P
((0,1),-,(0,2), ((o, 0) ,(0,1),-,-,-,R)
m: E‘F — NO ((0,0), fault?, (0, 1), - A(l,o),-,v)
3 1 1 i
- The reward is defined by ((0.0), £au14%, (0.1), Ao 01, At o, 01, P) 19, wsely
e \
m(U) If (% IS a V nOde ((0,0),-,(1,0),-,-,-,R) Sup lnf ‘PIFOb?T\/ﬂTR(<> Uerr) — 1
¥ mrEIlR TVELlY
Tm (V) = and o the action in it ((0,0), w16k, (1,0), 1, -, V)
!

0 otherwise

((0,0), tick", (1,0), p, p”, w2, P)

Expected
total reward

< We want to optimize

— masking payoff (D28 probabilistic masking simulation
E™v [fm] function FA2,0)555 V) iff
Where ((0,0), £ault?, (2,1), A¢g.0y; A(2.0y5 w3, P) sup inf PTObWV’WR(O Uerr) =0

' 7r €EIIR my Elly
. n
fm (UO 'Ul U2 03 . . .) — llmn_>oo (ZZ_O 'rm (vz)) ((O’O)"7 (270)7'7"'7 R)
o '
CONICET ((0,0),r0", (2,0), Ago.0y, -~ P

UNC
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If not masking similar, how close it is?

In our context: ((0,0), -, <0;0>,—,-,-,R>

almost surely failing ((0,0); tick!, (0,0, 4, -, -, V)
'

m(tick) =1

m(a) =0, if a # tick

Instead, we consiaer -, - uwjectives: ((0,0), $4cKL, (0,0, o ' wo, P)
Expected total acerm itad milasiones / \ o
((0,1),-,(0,2), ((o, 0) ,(0,1),-,-,-,R)
m To s.olve it, the game needs to be (0,0), £a815%, 0. 1) - Ars 01,-1)
stopping: for all pair of strategies the |
o probability of reaching Verr is 1 <<0»0>vfau1t27<071>’*A<o,o>7A<1,o>,w17P) If not, usually
((0,0),-,(1,0),-,-,-,R) sup inf Prob™ ™ (O vey) = 1
’ v mr€MR TV ETY
Tm (V) = and o the action in it ((0,0), s1ek, (1,0, .-, -, V)
_ '
0 otherwise ((0,0), 53k, (1,0), 4" w2, P)

Expected
total reward

< We want to optimize

masking payoff

Probabilistic masking simulation

TV,TR .
E [fm] function FA2,0)555 V) iff
Where ((0,0), £ault?, (2,1), A¢g.0y; A(2.0y5 w3, P) sup inf PrObWV’WR(O Uerr) =0
* WREHR WVEHV
. n
fm (UO 'Ul Uz U3 . . .) — llmnéoo(zz_o 'rm (vz)) ((O’O)"7 (270)7'7"'7R)
o Y
CONICET ((0,0),r0", (2,0), Ago.0y, -~ o—+®
P (4 UNC

& verr') >@



module NOMINAL

b : [0..1] init O;
m : [0..1] init O0; // O

[wO] (m=0)
[wi] (m=0)
[x0] (m=0)
[r1] (m=0)

[tick] (m=0)

[rfsh] (m=1)
endmodule

CONICET

&

// 1

normal,

(b'= 0);
(b'= 1);
true;

true;

p: (m'= 1) +
(1-p): true;
(m'= 0);

refreshing

The need of fairness

module FAULTY

v : [0..3] init O;
s : [0..2] init O; // 0

[wO]
[wi]
[r0]
[r1]
[tick]
[rfsh]
[fault]

[fault]

endmodule

// 2

(s!1=2) ->
(s!=2) ->
(s'=2) & (v<=1) ->
(s!1=2) & (v>=2) —>
(s!'=2) ->

(s=2) ->

(s=1) ->

(s=1) ->

normal, 1 = faulty,
refreshing

(v'=0) & (s'= 0);
(v'=3) & (s'= 0);
true;

true;

p: (s'=2) + q: (s'=1)
+ (1-p-q): true;

(s'=0)

& (v'= (v<=1) 2 0 : 3);
(v'= (v<3) ? (v+1) : 2)
& (s'= 0) ;
(v'= (v>0) 7 (v-1) : 1)
& (s'= 0) ;

UNC
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CONICET

&

// 1

normal,

(b'= 0);
(b'= 1);
true;

true;

p: (m'= 1) +
(1-p): true;
(m'= 0);
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(s=1) ->

(s=1) ->

normal, 1 = faulty,
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p: (s'=2) + q: (s'=1)
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The need of fairness

module NOMINAL module FAULTY
b : [0..1] init O; v : [0..3] init O;
m : [0..1] init O0; // O = normal, s : [0..2] init O0; // O = normal, 1 = faulty,
// 1 = refreshing // 2 = refreshing
[w0] (m=0) -> (b'= 0); [w0] (s!'=2) -> (v'=0) & (s'= 0);
[wi] (m=0) -> (b'= 1); [wi] (s'=2) -> (v'= 3) & (s'= 0);
[rO] (m=0) & (b=0) -> true; [rO] (s!'=2) & (v<=1) -> true;
[r1] (m=0) & (b=1) -> true; [r1] (s!1=2) & (v>=2) -> true;
[tick] (m=0) -> p: (m'= 1) + [tick] (s!=2) -> p: (s'=2) +q: (s'=1)
(1-p): true; . . + (1-p-q): true;
[rfsh] (m=1) -> (m'= 0); \/er“t?tei;Aqth the [rfsh] (s=2) -> (s'=0)
endmodule only choice & (v'= (v<=1) 2 0 : 3);
[fault] (s=1) -> (v'= (v<3) 7 (v+1) : 2)
& (s'= 0) ;
. [fault] (s=1) -> (v'= (v>0) ? (v-1) : 1)
We then request that the game is g (s'= 0) .
almost sure failing under fairness cndmodule
CONICET . . o
- inf inf Prob™ R (Quey) = 1 .
& my EIly WREH?{ ( err) . : = UNC




module NOMINAL

b : [0..1] init O;

m : [0..1] init O0; // O
// 1
[wO] (m=0) ->
[wi] (m=0) ->
[r0] (m=0) & (b=0) ->
[ri] (m=0) & (b=1) ->
[tick] (m=0) ->

[rfsh] (m=1) -

A\

endmodule

CONICET

&

The

normal,

refreshing

(b'= 0);
(b'= 1);
true;

true;

p: (m'= 1) +
(1-p): true;
(m'= 0);

We then request that the game is
almost sure failing under fairness

\/ imitates with the

need of fairness

module FAULTY

v : [0..3] init O;
s : [0..2] init O; // 0
// 2

[w0] (s!'=2) ->
[wi] (s!=2) ->
[rO0] (s1=2) & (v<=1) ->
[r1] (s!1=2) & (v>=2)
(s!'=2)

only choice

[CAV 2022]

endmodule

inf inf Prob™ ™ (Over) =1

mvElly mp 1),

In this more general case, stochastic
games with expected total reward objectives
are determined and can be solved

normal, 1 = faulty,

refreshing

...if the

game is finite

©

? 0 :

-> p: (s'=2) +q: (s'=1)
. true;

3);

i 2)

fERa
ATy
(&l

W

UNC




Generalization to our infinite setting

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved
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Generalization to our infinite setting

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV "RIfm] = sup inf ESVUWR [ fm]
WREHRQT"VGHVQ TI'VGHVQTFRGHRQ

CONICET o—®

& oo

Sfotam
7 ORI
(©2Y

L | UNC




Generalization to our infinite setting

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg"%[fm] = inf sup B3R [fm] =

7TRGHR .G my€lly g WREH/F\{%Q WVGH\A/DH
= Sup inf EWV’WR [fm] = sup inf EWV,WR [fm]
v eIy, TRETRS, mv€Elly, g TREI
CONICET o=@ [ o

. | UNC




Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg"%[fm] = inf sup B3R [fm] =

nrEIL g mv€Elly g WREH/F\Q/I,QJQ my €YD

= sup inf EWV’WR[fm]— sup inf EWV’WR[fm]

MDf
7rv€H\A//IQH 7TREHR

myElly, ¢ TrREII, G

H is a finite
stochastic game

Applies results in
[CAV 2022]

CONICET
ﬁ‘\j, UNC
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Provided H is almost

Generalization to our infinite sett,. sure failing under fairness

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

TV, TR
m

inf sup Eg')
mREIl; g mvETly g

CONICET o—®

v -0y | &% | UNC
\.X el | P

413
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Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]
WRGHR .G my €Iy Nei i HMDf C Hll;,g
< sup  Eg' " [ fi]

inf
WREHR .G WVGHV ,G

Memoryless
deterministic fair
strategies

CONICET
ﬁ‘\j, UNC

Y i
( \g\\é W ?/354&




Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:
Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV’WR | fm]
7"'RGI_IR .G my €Iy Nei

< inf  sup Eg&';™[fm]
nrEIINDL ¢ ™vElly g WV 7rR[fm] = ﬂV,WR[fm]

= inf  sup Eg7"%[fm]
TREIY'Y ¢ my €L, G

Lemma: Fix ng € I}. For any my € Iy,
there is a semi-Markov strategy 3, € II3, s.t.

Semi-Markov
strategies
if [p| = |p’| and

CONICET last(p) = last(p’) then

Y)”
L | UNC

® 9.
EipN

W < mv(p) = mv(p’) ’



Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:
Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV’WR | fm]

WRGHR Ne my€lly, g
Lemma: Fix g € H5 For any my € H5 there is
y

. T ,7r
< inf Sup E Yo [ fm] an extreme semi- Markov strategy 3, € IR? s.t.
”REH/F\Q/IDQI( mv €I, Ne
R VAR AT

= inf sup EWV’WR | fm]
7T-Rel_I/F\Q/IDgf7'('V€1_[

Extreme
semi-Markov
strategies

WV(p)((Sa'a 8/7 My :u/7 w, P)) >0

CONICET implies w € V(C(u, 1))

Y)”
L | UNC

® 9.
EipN

- <y .



Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:
Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV’WR | fm]
7"'RGI_IR .G my €Iy Nei

3 7TV77TR
< inf = sup | fm]
TR TNy €ITY

Vertex snippet stochastic game graph:
H is the subgraph of G with only probabilistic nodes
(s,-,8, w, ', w, P) with w € V(C(u, 1))

CONICET
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Provided H is almost

Generalization to our infinite sett,. sure failing under fairness

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]

7"'RGI_IR e wy Elly e

< inf sup B3 % [ fm]

MDf
mREIR 3 myelly 4,

= inf sup E3) 5 " [fm]

WREH/l\?/I%fL WVEH

By Theorem 5 in
[CAV 2022]
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Provided H is almost

Generalization to our infinite sett,. sure failing under fairness

Theorem:
Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]
7"'RGI_IR e wy Elly e

< inf sup EWV R o]
WREH/%/”D;L 7TV€H

= sup inf EZR[f
WVGHMD WREHMDf [ m]

By Theorem 5 in
[CAV 2022]

CONICET =
ZSL | UNC

\ 2

® e
13
=




Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]

7"'RGI_IR e wy Elly e

< inf sup B3 [ fm]

WREH%’D;L v eIYD,
3 7TV77TR
= Sup inf [fm] By Lema 6 in

mvEYD, mRETYY,

[CAV 2022]

= sup mf EZ R [ fm]
7Tv€HMD 71-RGH
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Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV’WR | fm]

7"'RGI_IR .G my EIlly Nei

< inf sup E3) 0~ [fm]

WREH/I;/ID;L WVeH

—  sup inf EZ"R[ fim]
WVGHMD mREUR 3y

= sup inf EZ R [ fm]
Y EHMD TR GH

= sup inf EWV’WR [fm]
my EILMD WREH

CONICET Extreme semi-Markov
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Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]

7"'RGI_IR e wy Elly e

< inf sup B3 [ fm]

WRGH/I%/ID;L WvEHMD
= sup inf EZ"R[ fim]

mvEYD, mRETYY,

= sup inf EWV’WR [fim]

v EIRME mreEIL, e

sup  inf  Eg'"F[fm]
my€lly g WREHR g

IA
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Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf sup EWV’WR | fm]

7"'RGI_IR .G my EIlly Nei

< inf sup B3 [ fm]

TREMRY, myeTIlD,
—  sup inf EZ"R[ fim]

Ty GHMD TR GHMDf

< sup inf EgZ[fm]

H .
my€lly,g TRELR 4 Property inf and sup

< inf  sup Eg' " [fm]

#n | UNC

-
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Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Theorem:

Stochastic masking games with masking payoff objectives are determined and can be solved

inf  sup Eg'"%[fm]

7"'RGI_IR e wy Elly e

— inf sup E3) 0~ [fm]
WREHKD;L 7TVEH
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Theorem:

The game can be solved on the symbolic game
graph using the following Bellman equations

Z, = min (U, wGV(&JE%;j,v[él])) U,egt(v) w(v'[0],v'[2]) - :cv/) if ve V99

z, = min (U, ry (v) + max {z, | v' € Post(v)}) if v e 109

z, = min (U, min {z, | v' € Post(v))} if v € VE9\{er}
z, =0 if v = verr
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The proof uses previous

Uses equations on the
theorem and [CAV 2022]

symbolic game




Theorem:

Stochastic masking games with masking payoff objectives are determined an

Provided H is almost

Generalization to our infinite sett,. sure failing under faimess

Can be checked in
polynomial time
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Summary

< Contributions:

+ A stochastic game characterizing masking probabilistic simulation...
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...and its symbolic version on which the game can be decided

« A notion of measure for masking fault tolerance through the stochastic game based
on milestones and the resulting masking payoff function

*

This game is infinite but...
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...determined and can be solved using the symbolic game graph...

R/
%

...under the condition of almost sure failing under fairness...
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...which is only checkable on the vertex snippet stochastic game graph
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Summary

There is a
prototype tool soon
to be reported

< Contributions:

+ A stochastic game characterizing masking probabilistic simulation...

/7
%

...and its symbolic version on which the game can be decided

« A notion of measure for masking fault tolerance through the stochastic game based
on milestones and the resulting masking payoff function

<+ This game is infinite but...
+ ...determined and can be solved using the symbolic game graph...
<+ ...under the condition of almost sure failing under fairness...

+ ...which is only checkable on the vertex snippet stochastic game graph

If so, is the stochastic

CONICET masking game also almost sure failing
QS ‘
under fairness?
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