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El software parece hacer maravillas…
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… pero debajo de esa cáscara de maravilla 
nos encontramos con una pila de …



¿De donde sale toda esa porquería?

❖ Errores en el desarrollo del software 

❖ Fallas externas al software pero que son parte del sistema 

❖ Programación malintencionada

(y son mal atendidas)
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¿De donde sale toda esa porquería?

❖ Errores en el desarrollo del software 

❖ Fallas externas al software pero que son parte del sistema 

❖ Programación malintencionada

MOCOS

FALLAS

FALLUTADAS

(y son mal atendidas)



Mocos famosos

Ariane 5: 
64 bits fp 

vs 16 bits int

Mars Climate 
Orbiter: 
Métrico vs Imperial

Pentium: 
FDIV

Therac-25: 
Condición de 
carrera

Heartbleed: 
Integridad/Confidencialidad

Northeast blackout 
en 2003: 

Condición de 
carrera



Más mocos

911 911 blackout: 
MAX value 
reached

Nissan airbag: 
Sensado 
incorrecto

Nest Thermostat: 
Drenado de 

batería

Boeing 737 MAX 8: 
Sensado incorrecto

Tesla/Uber/Google 
self-driving car: 

aprendizaje con 
limitaciones??

Movypark: 
Exposición de 
dato personales



El problema de la corrección

Sistema ⊨ Propiedad

Describe lo que se 
espera del sistema 

(el criterio de corrección)

Usualmente una 
abstracción que describe su 

comportamiento



Model Checking

� ⇥ crit1 � � ⇥ crit2� :

A¬�

active proctype process_1() {
do
:: true ->

0: y1 = y2+1;
1: ((y2==0) || (y1<=y2));

in_critical++;
2: in_critical--;
3: y1 = 0;

od
}

active proctype process_2() {
do
:: true ->

0: y2 = y1+1;
1: ((y1==0) || (y2<y1));

in_critical++;
2: in_critical--;
3: y2 = 0;

od
}

int y1 = 0;
int y2 = 0;
short in_critical = 0;

M

(0, 1, 0, 2, 0)

(0, 0, 0, 0, 0)

(1, 0, 1, 0, 0) (0, 1, 0, 1, 0)

(1, 1, 1, 2, 0) (2, 0, 1, 0, 1) (0, 2, 0, 1, 1) (1, 1, 2, 1, 0)

(2, 1, 1, 2, 1) (0, 3, 0, 1, 0) (1, 2, 2, 1, 1)

(3, 1, 1, 2, 0) (1, 3, 2, 1, 0)

(3, 0, 1, 0, 0)

(1, 0, 2, 0, 0)

0-0

AM

¿M |= �?

¿AM ⇤ A¬� = � ?

El problema 
se reduce a análisis 

de grafos



Limitaciones del Model Checking

❖ Muchos algoritmos proponen (mejores) soluciones utilizando 
aleatoriedad. 

❖ Leader Election Protocol en IEEE 1394 “Firewire” 

❖ Binary Exponential Backoff en IEEE 802.3 “Ethernet”

❖ Muchas veces no se puede establecer corrección con una lógica 
bivaluada. Sin embargo la validez de la propiedad puede 
cuantificarse probabilísticamente. 

❖ Bounded Retransmission Protocol en Philips RC6 

❖ Binary Exponential Backoff en IEEE 802.3 “Ethernet”
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xs = max
a2A

P
t2S Pa(s, t) · xt if s 2 Pr>0(B)\B

xs = 1 if s 2 B

xs = 0 if s /2 Pr>0(B)

xs = max
a2A

P
t2S Pa(s, t) · xt if s 2 Pr>0(B)\B

xs = 1 if s 2 B

xs = 0 if s /2 Pr>0(B)
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A
b
stract—

T
his

paper
presents

M
O
D
E
S
T
(M

O
deling

and
D
E
scription

language
for

S
tochastic

T
im
ed

system
s),

a
form

alism
that

is

intended
to

support
1)

the
m
odular

description
of

reactive
system

s’ behavior
w
hile

covering
both

2)
functional and

3)
nonfunctional

system
aspects

such
as

tim
ing

and
quality-of-service

constraints
in
a
single

specification.
T
he

language
contains

features
such

as

sim
ple

and
structured

data
types, structuring

m
echanism

s
like

parallel com
position

and
abstraction, m

eans
to
control the

granularity
of

assignm
ents, exception

handling, and
nondeterm

inistic
and

random
branching

and
tim

ing. M
O
D
E
S
T
can

be
view

ed
as

an
overarching

notation
for

a
w
ide

spectrum
of m

odels, ranging
from

labeled
transition

system
s
to
tim

ed
autom

ata
(and

probabilistic
variants

thereof),

as
w
ell as

prom
inent

stochastic
processes

such
as

(generalized
sem

i-)M
arkov

chains
and

decision
processes.

T
he

paper
describes

the
design

rationales
and

details
of

the
syntax

and
sem

antics.

In
d
ex

T
erm

s—
M
odeling

form
alism

,
com

positionality,
form

al sem
antics,

tim
ed

autom
ata,

stochastic
processes.

Ç

1
IN
T
R
O
D
U
C
T
IO
N

E
M
B
E
D
D
E
D
softw

are
d
evelopm

ent m
ust be

supported
from

the
d
esign

phase
by

form
al

m
ethod

s
to

achieve
strong

results
on

correctness,
perform

ance,
cost,

and
efficiency

from
the

start.
M
od

eling
form

alism
s
are

need
ed

that
are

easily
accessible

on
the

one
hand

and
highly

expressive
on

the
other. In

this
paper, w

e
present

the
m
od

eling
language

M
O
D
E
ST

(M
O
d
eling

and
D
E
scription

language
for

Stochas-

tic
T
im

ed
system

s),
w
hich

is
a
d
escend

ant
of

w
ell-know

n

process
algebras,

such
as

C
SP

and
L
O
T
O
S,

and
w
hich

is

capable
of

expressing
not

only
functional,

but
real-tim

e-

related
,
stochastic,

and
probabilistic

aspects
of

em
bed

d
ed

softw
are

in
a
parsim

onious
w
ay.

B
ackground

and
m
otivation. E

m
bed

d
ed

softw
are

[30], [46]

is
om

nipresent: It controls
telephone

sw
itches

and
satellites,

d
rives

the
clim

ate
control in

our
offices, runs

pacem
akers, is

at
the

heart
of

our
pow

er
plants,

and
m
akes

our
cars

and

T
V
s
w
ork.

T
rad

itional
softw

are
has

a
rather

transform
a-

tional
natu

re,
m
ap
p
ing

inp
u
t
d
ata

onto
ou

tp
u
t
d
ata.

E
m
bed

d
ed

softw
are

is
d
ifferent

in
m
any

respects.
M
ost

im
p
ortantly,

it
is

su
bject

to
com

p
lex

and
p
erm

anent

interactions
w
ith

its—
m
ostly

physical—
environm

ent
via

sensors
and

actuators.
T
ypically,

softw
are

in
em

bed
d
ed

system
s
d
oes

not
term

inate
and

interaction
usually

takes

place
w
ith

m
ultiple

concurrent
processes

at
the

sam
e
tim

e.

R
eactions

to
the

stim
uli

provid
ed

by
the

environm
ent

should
be

prom
pt

(tim
eliness

or
responsiveness),

i.e.,
the

softw
are

has
to

“keep
up”

w
ith

the
speed

of
the

processes

w
ith

w
hich

it
interacts.

A
s
it
executes

on
d
evices

w
here

several other
activities

m
ay

go
on, nonfunctional properties

such
as

efficient
usage

of
resources

(e.g.,
pow

er
consum

p-

tion)
and

robustness
are

im
portant. H

igh
requirem

ents
are

put on
perform

ance
and

d
epend

ability, since
the

em
bed

d
ed

nature
com

plicates
tuning

and
m
aintenance.

E
m
bed

d
ed

softw
are

is
an

im
portant

m
otivation

for
the

d
evelopm

ent of m
od

eling
techniques

that, on
the

one
hand

,

provid
e
an

easy
m
igration

path
for

d
esign

engineers
and

,

on
the

other
hand

,
support

the
d
escription

of
quantitative

system
aspects. C

lassical abstractions
of

softw
are

that
leave

out
“nonfunctional”

aspects
such

as
cost,

efficiency,
and

robustness
need

to
be

ad
apted

to
current

need
s.
T
his

has

resulted
in

various
extensions

of
lightw

eight
form

al
nota-

tions, such
as

SD
L
(System

D
escription

L
anguage)

and
the

U
M
L
(U
nified

M
od

eling
L
anguage),

and
in

the
d
evelop-

m
ent

of
a
w
hole

range
of

m
ore

rigorous
form

alism
s
based

on, e.g., stochastic
process

algebras
[36], [38]

or
appropriate

extensions
of

au
tom

ata,
su
ch

as
tim

ed
au
tom

ata
[4],

probabilistic
autom

ata
[55]

and
hybrid

autom
ata

[3]. L
ight-

w
eight

notations
are

typically
closer

to
engineering

techni-

ques
but

lack
a
form

al
sem

antics;
rigorous

form
alism

s
d
o

have
such

form
al

sem
antics,

but
their

learning
curve

is

typically
too

steep
from

a
practitioner’s

perspective
and

they
m
ostly

have
a
restricted

expressiveness.

T
he

d
escription

language
M
O
D
E
ST

that
w
e
propose

in

this
paper

is
intend

ed
to

have
a
rigorous

form
al

basis

(i.e.,
sem

antics)
that

incorporates
several

ingred
ients

from

lightw
eigh

t
notation

s,
su
ch

as
excep

tion
h
an
d
lin

g, 1
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órdoba

–
C

O
N

IC
ET

{dargenio,lee}@famaf.unc.edu.ar

A
bstract.

W
e

present
a

form
at for

the
specification

of
probabilistic

transition

system
s

that guarantees
that bisim

ulation
equivalence

is
a

congruence
for

any

operator defined
in

this form
at. In

this sense, the
form

at is som
ehow

com
parable

to
the

ntyft/ntyxt form
at in

a
non-probabilistic

setting. W
e

also
study

the
m

odular

construction
of probabilistic transition

system
s specifications and

prove that som
e

standard
conservative

extension
theorem

s
also

hold
in

our
setting. Finally, w

e

show
that the

trace
congruence

for im
age-finite

processes
induced

by
our form

at

is precisely
bisim

ulation
on

probabilistic
system

s.

1
Introduction

Plotkin’s approach
to

operational sem
antics [21] is the

standard
w

ay
to

give
sem

antics

to
specification

and
program

m
ing

language
in

term
s

of transition
system

s. It has
been

form
alized

w
ith

an
algebraic flavor as Transition

System
s Specifications (TSS) [8, 9, 12,

13, 20, etc.]. Basically, a
TSS

contains a
signature, a

set of actions or labels, and
a

set

of rules. The
signature

defines the
term

s in
the

language. The
set of actions represents

all possible
activities

that a
process

(i.e., a
term

over the
signature) can

perform
. The

rules define how
a process should

behave (i.e., perform
certain

activities) in
term

s of the

behavior of its subprocesses, that is, the
rules define

com
positionally

the
transition

sys-

tem
associated

to
each

term
of the

language. A
particular focus of these

form
alizations

w
as

to
provide

a
m

eta-theory
that ensures

a
diversity

of
sem

antic
properties

by
sim

-

ple
inspection

on
the

form
of the

rules. Thus, there
are

results on
congruences and

full

abstraction, conservative extension, security, etc. (see, e.g., [1, 2, 20] for overview
s).

In
this

paper w
e

focus
on

congruence
and

full abstraction. A
congruence

theorem

guarantees
that w

henever the
rules

of
a

TSS
are

in
a

particular form
at, then

a
desig-

nated
equivalence

relation
is

preserved
by

every
context in

the
signature

of such
TSS.

Thus, for instance, strong
bisim

ulation
equivalence [19] is a

congruence on
any

TSS
in

the
ntyft/ntyxt form

at [12]. Full abstraction
is

som
ew

hat a
dual result: an

equivalence

relation
is

fully
abstract w

ith
respect to

a
particular form

at if it is
the

largest relation

s.t. no
context definable

in
the

form
at can

exhibit different behavior w
hen

applied
to

tw
o

equivalent processes. For
exam

ple, strong
bisim

ilarity
is

fully
abstract w.r.t. the

ntyft/ntyxt form
at [12] but not w.r.t. the

tyft/tyxt form
at [13] or the

G
SO

S
form

at [8].

The introduction
of probabilistic process algebras [4, 14, 25, etc.] m

otivated
the need

for a
theory

of
structural operational sem

antics
to

define
probabilistic

transition
sys-

tem
s. A

few
results have appeared

in
this direction

[6, 7, 16, 17] and, to
our know

ledge,
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Probabilistic
transition

system
specifications

(PTSSs)
in

the
ntµf✓/ntµx✓

form
at provide

structural

operational sem
antics

for Segala-type
system

s
that exhibit both

probabilistic
and

nondeterm
inistic

behavior and guarantee that bisim
ilarity is a congruence for all operator defined in such form

at. Start-

ing
from

the
ntµf✓/ntµx✓, w

e
obtain

restricted
form

ats that guarantee
that three

coarser bisim
ulation

equivalences are
congruences. W

e
focus on

(i) Segala’s variant of bisim
ulation

that considers com
-

bined
transitions, w

hich
w

e call here convex bisim
ulation; (ii) the bisim

ulation
equivalence resulting

from
considering

Park
&

M
ilner’s bisim

ulation
on

the
usual stripped

probabilistic
transition

system

(translated
into

a labelled
transition

system
), w

hich
w

e call here probability obliterated
bisim

ulation;

and (iii) a probability abstracted
bisim

ulation, w
hich, like bisim

ulation, preserves the structure of the

distributions but instead, it ignores the probability values. In addition, w
e com

pare these bisim
ulation

equivalences and
provide a logic characterization

for each
of them

.

1
In

tr
o
d
u
c
tio

n

Structural operational sem
antics (SO

S
for short) [24] is a pow

erful tool to
provide sem

antics to
program

-

m
ing

languages.
In

SO
S, process behavior is described

using
transition

system
s and

the
behavior of a

com
posite

process is given
in

term
s of the

behavior of its com
ponents. SO

S
has been

form
alized

using

an
algebraic

fram
ework

as
Transition

System
s

Specifications
(TSS) [6, 7, 14, 15, 23, etc.].

Basically, a

TSS
contains a

signature, a
set of actions or labels, and

a
set of rules.

The
signature

defines the
term

s

in
the

language. The
set of actions represents all possible

activities that a
process (i.e., a

term
over the

signature) can
perform

.
The

rules define
how

a
process should

behave
(i.e., perform

certain
activities)

in
term

s of the
behavior of its subprocesses, that is, the

rules define
com

positionally
the

transition
sys-

tem
associated

to
each

term
of the

language. A
particular focus of these

form
alizations was to

provide

a
m

eta-theory
that ensures

a
diversity

of sem
antic

properties
by

sim
ple

inspection
on

the
form

of the

rules. (See [1, 2, 23] for overview
s.) O

ne of such
kind

of properties is to
ensure that a given

equivalence

relation
is a congruence for all operators w

hose sem
antics is defined

in
a TSS

w
hose rules com

plies to
a

particular form
at. These

so
called

congruence
theorem

s have
been

proved
for a

variety
of equivalences

in
the non-probabilistic case [6, 14, 15, etc.].
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A
bstract.

Probabilistic
transition

system
specifications

(PTSS)
provide

struc-

tural operational sem
antics

for reactive
probabilistic

labeled
transition

system
s.

B
isim

ulation
equivalences

and
bisim

ulation
m

etrics
are

fundam
ental notions

to

describe
behavioral relations

and
distances

of states, respectively. W
e

provide
a

m
ethod

to
generate

from
a

PTSS
a

sound
and

ground-com
plete

equational ax-

iom
atization

for strong
and

convex
bisim

ilarity. The
construction

is based
on

the

m
ethod

of A
ceto, B

loom
and

Vaandrager developed
for non-determ

inistic
transi-

tion
system

specifications. The
novelty

in
our approach

is to
em

ploy
m

any-sorted

algebras
to

axiom
atize

separately
non-determ

inistic
choice, probabilistic

choice

and
their interaction. Furtherm

ore, w
e

generalize
this

m
ethod

to
axiom

atize
the

strong
and

convex
m

etric
bisim

ulation
distance

of PTSS.

1
Introduction

Structural operational sem
antics (SO

S
for short) [20] is

a
pow

erful tool to
provide

se-

m
antics to

program
m

ing
languages. In

SO
S, process behavior is described

using
transi-

tion
system

s and
the

behavior of a
com

posite
process is given

in
term

s of the
behavior

of its
com

ponents. Based
on

this
technique, different m

eta-properties have
been

stud-

ied. They
state

general properties on
process operations by

only
inspecting

the
form

at

of
the

rules
that define

the
sem

antics
of

this
operator. A

m
ong

them
, congruence

and

other com
positionality

properties stand
out. (See

[19] for an
overview.)

H
ow

ever, there
are

properties that are
better understood

from
an

axiom
atic

point of

view, by
regarding

the
language

as a
signature

equipped
w

ith
an

equational theory
(see

e.g. [18,3]). This is a
different w

ay
to

understand
the

language
that brings new

insights

on
the behavior of its operators and

processes. G
eneral properties, such

as associativity,

distributivity, or
reduction

to
basic

operators, or
specific

ones, can
be

easily
derived

w
ith

equational reasoning, w
hich

is also
used

for the
verification

of system
s.

In
[1], A

ceto, Bloom
and

Vaandrager
link

these
tw

o
approaches

by
providing

an

algorithm
to

derive
an

equational theory
for any

language
w

hose
sem

antics
is

defined

in
term

s of SO
S

rules that m
eet the

G
SO

S
form

at [7]. This equational theory
is sound

and
ground-com

plete
for

bisim
ulation

equivalence
[18]. For

recent w
ork

in
the

area,

see
[2,11] and

references therein.
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Keyw
ords:

SOSProbabilistic transition system
s

Bisim
ulation

Congruence

Rule form
at

Full abstraction

This article focuses on the form
alization of the structured operational sem

antics approach 

for languages w
ith prim

itives that introduce probabilistic and non-determ
inistic behavior. 

W
e define a general theoretic fram

ew
ork and present the ntµ

fθ/ntµ
xθ

rule form
at that 

guarantees that bisim
ulation equivalence (in the probabilistic setting) is a congruence for 

any operator defined in this form
at. W

e show that the bisim
ulation is fully abstract w

.r.t. 

the ntµ
fθ/ntµ

xθ
form

at and (possibilistic) trace equivalence in the sense that bisim
ulation 

is the coarsest congruence included in trace equivalence for any operator definable w
ithin 

the ntµ
fθ/ntµ

xθ
form

at (in other w
ords, bisim

ulation is the sm
allest congruence relation 

guaranteed by the form
at). W

e also provide a conservative extension theorem and show 

that languages that include prim
itives for exponentially distributed tim

e behavior (such as 

IM
C and M

arkov autom
ata based language) fit naturally w

ithin our fram
ew

ork.


2016 Elsevier Inc. All rights

reserved.

1. Introduction

Structural operational sem
antics (SOS for short)

[1]
is a pow

erful tool to provide sem
antics to program

m
ing languages. 

In SOS, process behavior is described using transition system
s and the behavior of a com

posite process is given in term
s of 

the behavior of its com
ponents. SOS has been form

alized using an algebraic fram
ew

ork as Transition System
s Specifications 

(TSS)
[2–6, etc.]. Basically, a TSS contains a signature, a set of actions or labels, and a set of rules. The signature defines 

the term
s in the language. The set of actions represents all possible activities that a process (i.e., a term

 over the signature) 

can perform
. The rules define how a process should behave (i.e., perform

 certain activities) in term
s of the behavior of 

its subprocesses, that is, the rules define com
positionally the transition system

 associated to each term
 of the language. 

A particular focus of these form
alizations w

as to provide a m
eta-theory that ensures a diversity of sem

antic properties 

by sim
ple inspection on the form

 of the rules. Thus, there are results on congruences and full abstraction, conservative 

extension, security, etc. (See
[7,6,8]

for overview
s and references therein.)

In this article w
e focus on congruence and full abstraction. A congruence theorem

 guarantees that w
henever the rules 

of a TSS are in a particular form
at, then a designated equivalence relation is preserved by every context in the signature of 

such TSS. Thus, for instance, strong bisim
ulation equivalence

[9]
is a congruence on any TSS in the ntyft/ntyxt

form
at

[4]. 

Full abstraction is a som
ew

hat dual result. An equivalence relation is fully abstract w
ith respect to a language and a given 

equivalence relation ≡
if it is the largest relation included in ≡

that is a congruence for all operators in the language
[10]. 
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Abstrac
t. We report on a novel develop

ment to model check quantita-

tive reachability properties
on Markov

decision
processes

togeth
er with

its prototy
pe implementation

. The innovatio
n of the technique is that

the analysis is perform
ed on an abstract

ion of the model under analy-

sis. Such an abstract
ion is significantly smaller than the origin

al model

and may safely
refute or accept the required property. Otherwise, the

abstract
ion is refined and the process repeated. As the numerical

anal-

ysis necessa
ry to determ

ine the validity of the property is more costly

than the refinement process, the technique profits from
applying such

numerical
analysis on smaller state

spaces.

1 Introduction

The verification
of systems has nowadays reached a clear maturity. Fully auto-

matic tools, in particu
lar model checkers

, have been develop
ed and successfu

lly

used in industrial
cases.

A model checker
is a tool that can answer whether the

system under study satisfi
es some required property. Many times, however, these

type of properties
are not expressive

enough to assert
adequately

the correc
t-

ness of a system. Neverth
eless,

it is desirab
le that the probability of reaching the

unavoidable error
is small enough. Quantitativ

e model checki
ng, that is, model

checking of probabilistic
models with respect to probab

ilistic
properties,

has al-

ready been studied during the last decade [13,2,5
,20,4,

etc.]. However, it was not

until recently that attention was drawn to efficient tool implementation
s. In this

paper we report on a novel develop
ment to model check quantitativ

e properties.

We use Markov
decisio

n proces
ses (see e.g. [27]) to describ

e the system under

study. This model, also called
probabilistic

transition
system (PTS), allows to

combine probabilistic
and non-determ

inistic steps and is a natural extension to

traditional non-determ
inistic models (such as labelled transition

systems). Our

preferen
ce for a probabilistic

model that allows non-determ
inism is based on two
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Abstrac
t

In the past,
partia

l order reduction
has been used success

fully to combat the state
explosion

problem in the context of model checking for non-probabilistic
system

s. For both linear time and

branching time specificatio
ns, methods have been develo

ped to apply partia
l order reduction

in

the context of model checking. Only recen
tly, results were published that give

criter
ia on applying

partia
l order reduction

for verify
ing quantitati

ve linear time properties
for probabilistic

system
s.

This paper presen
ts partia

l order reduction
criter

ia for Markov
decisio

n processe
s and branching

time properties
, such as formulas of probabilistic

computatio
n tree

logic.
Moreov

er, we provide

a compariso
n of the results estab

lished so far about reduction
conditions for Markov

decisio
n

processe
s.
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al de Córdoba - CONICET

Ciudad Univers
itaria

- 5000
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Abstrac
t. The technique of partia

l order reduction
(POR) for proba-

bilistic
model checking prunes the state

space of the model so that a

maximizing scheduler and a minimizing one persist
in the reduced sys-

tem. This technique extends Peled’s origin
al restr

iction
s with a new one

speciall
y tailor

ed to deal with probabilities
. It has been argued that not

all schedulers provide appropriate
resolu

tions of nondeterm
inism

and

they yield overl
y safe

answers on system
s of distrib

uted nature or that

partia
lly hide inform

ation
. In this settin

g, maximum and minimum prob-

abilities
are obtained considering only the subset of so-ca

lled distri
buted

or parti
al inform

ation
schedulers.

In this articl
e we revise the technique

of partia
l order reduction

(POR) for LTL properties
applied to proba-

bilistic
model checking. Our reduction

ensures that distri
buted

schedulers

are preser
ved. We focus on two classe

s of distrib
uted schedulers and show

that Peled’s restr
iction

s are valid
whenever

schedulers use only local in-

form
ation

. We show experimental results in which the elimination
of the

extra restr
iction

leads to significant improvem
ents.

1 Introduction

Markov
decision

processes
(MDPs) are widely used in diverse

fields ranging

from ecolog
y to computer science. They are useful to model and analyse systems

in which both probabilistic
and nondeterm

inistic choices interact
. Particu

larly,

composition
oriented versio

ns of MDPs like probabilistic
automata [21] or prob-

abilistic
modules [12] are aimed to model concurrent and distributed systems.

In the area of system verification
, model checking stands out as a model analy-

sis technique for MDPs [22,3].
Moreove

r, probabilistic
model checkers

have been

develop
ed, notably PRISM [20] and LiQuor [7]. Probabilistic

model checking is

a push-button technique to calculate maximum and minimum probability values

of the satisfa
ction of a temporal formula in a given

model. To obtain these values,

the technique requires to universa
lly quantify on all possible resolu

tions of the

inherent nondeterm
inism of the MDP. The resolu

tion of such nondeterm
inism

is carried
out by the so-call

ed schedu
lers (called

also adversar
ies or policies

, see

e.g. [22,3,2
1]). Schedulers transform

MDPs into Markov
chains by selecti

ng one
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Keywords:

Proba
bilisti

c system
s

Distri
buted

system
s

Nonde
terminism

Interle
aving

Markov
decisi

on proce
sses

Partia
l obse

rvatio
n

Proba
bilisti

c model c
heckin

g computes
the proba

bility
values

of a given
prope

rty quant
i-

fying
over all po

ssible
sched

ulers.
It turns

out that maximum and minimum proba
bilitie

s

calcul
ated in such

a way are over-e
stimations

on models
of dis

tribut
ed system

s in which

componen
ts are loosel

y coupl
ed and share

little
inform

ation
with each

other
(and

hence

arbitr
ary sched

ulers
may result

too powerful)
. Ther

efore,
we introd

uced
defini

tions
that

charac
terise

which
are the sched

ulers
that prope

rly captu
re the idea of distrib

uted
be-

haviou
r in proba

bilisti
c and nonde

terministic
system

s modelle
d as a set of intera

cting

componen
ts.

In this paper
, we provid

e an overv
iew of the

work we have
done

in the last years
which

includ
es: (1) the defini

tions
of distrib

uted
and strong

ly distrib
uted

sched
ulers,

provid
ing

motivat
ion and intuit

ion; (
2) exp

ressiv
eness

result
s, com

paring
them

to restric
ted versio

ns

such
as determ

inistic
varian

ts or finite-
memory varian

ts; (3) undec
idabil

ity result
s—in

partic
ular the model

check
ing proble

m is not decida
ble in gener

al when restric
ting to

distrib
uted sched

ulers;
(4) a count

erexam
ple-gu

ided refine
ment te

chniq
ue that, u

sing stan-

dard proba
bilisti

c model c
heckin

g, allo
ws to increa

se precis
ion in the actual

bound
s in the

distrib
uted

settin
g; and (5) a revisio

n of the
partia

l orde
r reduc

tion techn
ique for proba

-

bilisti
c model c

heckin
g. We conclu

de the paper
with an exten

sive review
of rel

ated work

dealin
g with similar appro

aches
to ours.  2013

Elsevi
er B.V. A

ll righ
ts reserv

ed.

1. Int
roduc

tion

Markov
decisi

on proce
sses (MDPs)

are widely
used

in divers
e fields

rangin
g from

ecolog
y to computer

scienc
e. The

y

are useful
to model a

nd analys
e system

s in which both
proba

bilisti
c and nonde

terministic
choice

s intera
ct. MDPs can be

autom
aticall

y analys
ed using

quant
itative

model c
hecke

rs such as PRISM
[24] o

r LiQuo
r [10].

Since
MDPs conta

in nonde
terministic

choice
s (in additi

on to proba
bilisti

c steps)
, the

model c
heckin

g proble
m is to find

out the larges
t or smallest

proba
bility

of reach
ing a goal under

any possib
le resolu

tion of the nonde
terministic

choice
s,

a concr
ete instan

ce being
“the proba

bility
of arr

ival o
f a packa

ge is at lea
st 0.9

5 no matter
how the packa

ge is routed
”. The

resolu
tion of suc

h nonde
terminism

is given
by the so-cal

led schedu
lers (called

also adver
saries

or polici
es—see e.g. [4

,28])

which choos
e an enabl

ed transi
tion after

each finite
execu

tion path of the
system

.
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Abstrac
t. This paper presen

ts a novel
technique for counterex

ample

generatio
n in probabilistic

model checking of Markov
chains and Markov

Decisio
n Processe

s. (Finite) paths in counterex
amples are grouped to-

gether in witnesses
that are likely

to provide similar debugging infor-

mation
to the user. We list five properties

that witnesses
should satisf

y

in order to be useful as debugging aid: similarit
y, accuracy,

origin
ality,

significance, and finiteness. Our witnesses
contain paths that behave sim-

ilarly
outside stron

gly connected
components.

Then, we show how to compute these witnesses
by reducing the prob-

lem of generatin
g counterex

amples for general
properties

over
Markov

Decisio
n Processe

s, in sever
al steps, to the easy

problem of generatin
g

counterex
amples for reach

ability
properties

over
acyclic Markov

chains.

1 Introduction

Model checking is an automated technique that, given
a finite-sta

te model of a

system and a property stated
in an appropriate logica

l formalism, systematicall
y

checks the validity of this property. Model checking is a general approach
and is

applied in areas
like hardware verification

and software engineering.

Nowadays, the interact
ion geometry of distributed systems and network pro-

tocols calls for probabilistic,
or more generally,

quantitativ
e estimates of, e.g.,

perform
ance and cost measures. R

andomized algorit
hms are increasin

gly utilized

to achieve high perform
ance at the cost of obtaining correc

t answers only with

high probability. For all this, there is a wide range of models and applicatio
ns in

computer science requiring quantitativ
e analysis. Probabilistic

model checking

allows to check whether or not a probabilistic
property is satisfi

ed in a given

model, e.g., “Is every
message

sent successfu
lly receiv

ed with probability greate
r

or equal than 0.99?”
.

A major strength of model checking is the possibility of generatin
g diag-

nostic
information

in case the property is violated
. This diagnostic

informa-

tion is provided through a counterexa
mple showing an execution of the model
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Fallas



Un sistema es resiliente si …

… tiene la habilidad de proveer y mantener un nivel 

de servicio aceptable aún bajo la presencia de fallas 

y otros inconvenientes que puedan surgir y presentar 

un desafío al funcionamiento normal del sistema.



¿Cómo enfrentar las fallas?

Redundancia
Redundancia

Redundancia
Redundancia

Redundancia
Redundancia



Cómo enfrentar las fallas

1. Failover: Varias componentes idénticas de respaldo. Cuando la 
componente principal falla el sistema lo detecta y cambia a una 
de las de respaldo. 

2. Votación: Varias componentes idénticas activas. La información 
correcta se decide por votación. 

3. Detección y corrección de errores: Redundancia de información 
en los datos. 

4. Reconocimientos (Acks) y timeouts: Reconocimiento de entrega 
y repetición de la información sospechada perdida.



Eventos

Los eventos pueden cuantificarse probabilísticamente 

Ejemplos: 

❖ Probabilidad de pérdida de un mensaje 

❖ Tiempo esperado de vida de una fuente de alimentación 

❖ Tiempo esperado de reparación del disco rígido 

❖ Tiempo esperado de transmisión tierra-satélite 

❖ Probabilidad de alteración de un bit bajo radiación 

❖ Tiempo esperado de refrescado de memoria



(Algunas) Técnicas de análisis

❖ Model checking cuantitativo

❖ Simulación por eventos discretos

❖ Model checking estadístico

Ya lo vimos

es decir, 
de muy baja proba

bilidad
En particular nos interesa la simulación de eventos raros

Es una variante específica de la simulación

+ no-determinismo
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is that each group of n dependent events is replaced by
2n � 1 independent events, which results in a combinatorial
explosion if many events depend on each other.

For models with particularly complex interdependencies,
Bouissou [163,164] offers a formalism called Boolean logic
Driven Markov Processes (BDMP) as an extension to fault trees.
In this formalism, events are described by Markov Processes
with designated failure states. Then, events in the FT can
cause these events to switch to different processes, for
example to increase the failure rate if another component
fails.

In addition to analyzing the resulting Markov Chains to
obtain reliability and availability, it is possible to extract cut
sequences from a BDMP [165], and to construct a Finite State
Automaton with equivalent behavior to the BDMP [166].

Besides Markov Processes, Bouissou [167] also describes
the option to replace BEs with Petri Nets, although no method
is described for switching these due to external events. This
method can improve the modeling of DFT spare gates with
shared spare components.

4.3. Repairable Fault Trees

To analyze the reliability of a system over a long period of
time, it is often useful to include the possibility of repairing or
replacing failed components during this time. These repairs
may extend the time before a system failure occurs, such as
when a failed redundant part is replaced, or they may return
a failed system to normal operation.

Sometimes the simple repair rate model presented in
Section 2.4.1 is not sufficient. Bobbio et al. [97] introduced
Repair Boxes which can be connected to a gate, and begins
repairs on the BEs of the subtree of that gate only when the
gate fails. Raiteri et al. [34] extended these repair boxes to
allow different repair policies to be used in the model. The
resulting tree is called a Repairable Fault Tree (RFT). Fig. 19
shows an example of an RFT.

In this formalism, each BE e has a failure rate FR(e),
which is the parameter of an exponential distribution that
determines the time until the component fails.

Each RB is connected to one or more BE to repair, and one
incoming BE or gate. When the incoming event occurs, the
repair box is activated and begins repairs on the outgoing
components according to the repair policy. Every component
also has a repair rate that is the parameter of another
exponential distribution modeling the time to repair the
component.

Repair policies can be very simple, even equivalent to the
simple repair rates model, or more complex, for example
restricting the number of components that can be repaired
simultaneously.

The major advantage of this approach is that it allows
modeling of more realistic systems, and analysis of what
repair strategies are best. A disadvantage is these trees cannot
be quantitatively analyzed using combinatorial methods.

Flammini et al. [168] added the possibility of giving priority
to the repair of certain components, based on the repair
rate, failure rate, or level of redundancy of the components.
Other priority schemes can also be implemented within this
system.

Fig. 19 – Example of an RFT, repairs on the shared
components are only initiated when the entire system fails.
CPUs 1 and 2 are repaired when their respective compute
node fails.

A different extension is provided by Beccuti et al. [169,170],
which adds nondeterminism to the repair policies. This mod-
els cases where, for example, a mechanic individually decides
which component to repair first. Conversion to Markov Deci-
sion Process allows optimal policies to be automatically de-
rived from the FT when costs of unavailability, failures, and
repairs are provided. A parametric version [171] of the for-
malism allows for more efficient modeling and analysis if the
FT contains subtrees that differ only in the parameters of the
BEs.

Leaving repair policies nondeterministic also allows the
computation of an optimal repair policy, by associating costs
with unavailability, failures and repairs. Becutti et al. [170]
show that such an optimal policy can be computed by
converting the FT into a Markov Decision Process.

Analysis. RFTs can be analyzed to obtain the same measures
that apply to classic FTs with repair rates.

Traditional qualitative analysis of an RFT is generally less
useful, since such an analysis would ignore the repairability
aspect.

Quantitative analysis is more useful, but also more
difficult: Combinatorial methods are no longer sufficient, as
the evolution of the system over time has to be considered.

For systems where each component can be individually
and simultaneously repaired at a constant rate, Balakrishnan
and Trivedi [172] proposed to convert the model into a
Markov Chain, although this method uses an approximation
to reduce computational requirements.

Another approximation is provided by Dutuit and
Rauzy [173], although this approximation can also only be

x,
a!

a?

a?,y

a? z,
b!,
z

b?, x

b?,
x

c?, z
y, c!

c?,
z

z, b!, z
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aú

l E
. M

on
ti

1,
2

1
U
ni

ve
rs

id
ad

N
ac

io
na

l
de

C
ór
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P
robabilistic

m
odel checking

is
a

pow
erful tool for

analysing

probabilistic
system

s
but

it
can

only
be

effi
ciently

applied
to

M
arkov

m
odels.

M
onte

C
arlo

sim
ulation

provides
an

alternative
for

the
general-

ity
of stochastic

processes, but
becom

es
infeasible

if the
value

to
estim

ate

depends
on

the
occurrence

of
rare

events. T
o

com
bat

this
problem

, intel-

ligent
sim

ulation
strategies

exist
to

low
er

the
estim

ation
variance

and

hence
reduce

the
sim

ulation
tim

e.
Im

portance
splitting

is
one

such
tech-

nique,
but

requires
a

guiding
function

typically
defined

in
an

ad
hoc

fashion
by

an
expert

in
the

field.
W

e
present

an
autom

atic
derivation

of
the

im
portance

function
from

the
m

odel
description.

A
prototypical

tool
w
as

developed
and

tested
on

several
M

arkov
m

odels,
com

pared
to

analytically
and

num
erically

calculated
results

and
to

results
of

typical

ad
hoc

im
portance

functions,
show

ing
the

feasibility
and

effi
ciency

of

this
approach.

T
he

technique
is

easily
adapted

to
general

m
odels

like

G
SM

P
s.

1
Introd

u
ction

N
owadays, system

s are
required

to
have

a
high

degree
of resilience

and
depend-

ability. D
eterm

ining
properties that fail with

extrem
ely

sm
all probability

in
com

-

plex
m

odels
can

be
com

putationally
very

dem
anding.

Though
these

types
of

properties can
be

effi
ciently

calculated
using

num
erical tools, such

as the
m

odel

checker
PR

ISM
[8], this

is
lim

ited
to

finite
M

arkov
m

odels, and, m
oreover, the

representation
through

an
adequate

data
structure

needs to
fit in

the
com

puter

m
em

ory. Beyond
this class of m

odels calculations are lim
ited

to
M

onte Carlo
sim

-

ulation
m

ethods. H
owever, standard

M
onte

Carlo
sim

ulation
m

ay
easily

need
an

enorm
ous am

ount of sam
pling

to
obtain

the
desired

confidence
level of the

esti-

m
ated

probability, in
order

to
com

pensate
for

the
high

variance
induced

by
the

rare
occurrences

of the
objective

property.
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ABSTRACT

Im
portance

splitting
is

a
technique

to
accelerate

discrete

event
sim

ulation
w
hen

the
value

to
estim

ate
depends

on
the

occurrence
of

rare
events.

It
requires

a
guiding

im
portance

function
typically

defined
in

an
ad

hoc
fashion

by
an

expert

in
the

field,
w
ho

could
choose

an
inadequate

function.
In

this
article

w
e

present
a

com
positional

and
autom

atic
tech-

nique
to

derive
the

im
portance

function
from

the
m

odel
de-

scription, and
analyze

different
com

position
heuristics.

T
his

technique
is

linear
in

the
num

ber
of

m
odules,

in
contrast

to

the
exponential

nature
of

our
previous

proposal.
T
his

ap-

proach
w
as

com
pared

to
crude

sim
ulation

and
to

im
portance

splitting
using

typical
ad

hoc
im

portance
functions.

A
pro-

totypical
tool

w
as

developed
and

tested
on

several
m

odels,

show
ing

the
feasibility

and
effi

ciency
of

the
technique.

1.
INTRO

DUCTIO
N

N
ow

adays,
system

s
are

required
to

have
a

high
degree

of

resilience
and

dependability.
D

eterm
ining

properties
that

fail w
ith

extrem
ely

sm
all probability

in
com

plex
m

odels
can

be
com

putationally
very

dem
anding.

T
hough

such
proper-

ties
can

be
effi

ciently
calculated

using
num

erical
tools,

this

is
lim

ited
to

finite
M

arkov
m

odels, and, m
oreover, the

repre-

sentation
through

an
adequate

data
structure

needs
to

fit
in

the
com

puter
m

em
ory.

B
eyond

this
class

of m
odels, calcula-

tions
are

lim
ited

to
M

onte
C
arlo

sim
ulation

m
ethods.

H
ow

-

ever,
standard

M
onte

C
arlo

sim
ulation

is
im

practical
w
hen

the
probability

of
the

event
under

analysis
is

extrem
ely

low
:

it
w
ill

easily
require

an
enorm

ous
am

ount
of

sam
pling

to

obtain
an

acceptable
confidence

level of
the

estim
ated

prob-

ability, in
order

to
com

pensate
for

the
high

variance
induced

by
the

rare
occurrences

of
such

event.

T
o reduce this considerable need for sim

ulation runs, effi
-

cient M
onte C

arlo sim
ulation techniques have been tailored

to deal w
ith rare events. T

hese can be largely divided into

tw
o 

conceptually 
different 

techniques: 
im

portance

sam
pling and im

portance splitting 
m

ethods. 
W

e focus on

im
portance splitting techniques, see e.g.[14, 18, 19]. Im

portance 

split-

ting
w
orks

by
decom

posing
the

state
space

in
m

ultiple
lev-

els
w
here,

ideally,
the

rare
event

is
at

the
top

level
and

a

level
is

higher
as

the
probability

of
reaching

the
rare

event

grow
s.

T
he

estim
ation

of
the

rare
probability

is
obtained

as

the
product

of
the

estim
ates

of
the

(not
so

rare)
conditional

probabilities
of

m
oving

one
level

up.
A
s
a

consequence,
the

effectiveness
of

this
technique

crucially
depends

on
an

ad-

equate
grouping

of
states

into
levels.

Im
portance

functions

are
the

m
eans

to
assign

a
value

to
each

state
so

that,
if

perfect,
such

value
is

directly
related

to
the

likelihood
of

reaching
the

rare
event.

It
is

desirable
that

a
state

in
the

rare
set

receives
the

highest
im

portance
and

the
im

portance

of
a

state
decreases

according
to

the
probability

of
reaching

a
rare

state
from

it.

U
sually,

an
expert

in
the

area
of

the
system

provides
the

im
portance

function
in

an
ad

hoc
m

anner.
A

badly
chosen

function
can

deteriorate
the

effectiveness
of

the
technique.

W
ith

som
e
notable

exceptions
[1,8,11,15], autom

atic
deriva-

tion
of

im
portance

functions
has

received
scarce

attention.

In
[1] w

e
presented

prelim
inary

results
on

an
effective

tech-

nique
to

derive
autom

atically
an

im
portance

function.
T
he

algorithm
w
orks

by
applying

inverse
breadth

first
search

(B
F
S)

on
the

underlying
graph

of
the

stochastic
process, la-

belling
each

state
w
ith

the
shortest

distance
to

a
rare

state.

T
he

im
portance

of
each

state
is

then
defined

as
the

differ-

ence
betw

een
the

m
axim

um
distance

and
its

actual distance.

T
hough

this
technique

is
not

lim
ited

to
M

arkov
m

odels,
it

still requires
a

finite
graph

w
hich

fits
in

the
com

puter
m

em
-

ory.
U
nfortunately

such
graph

grow
s
exponentially

w
ith

the

num
ber

of
m

odules
that

conform
the

m
odel

of
the

system
.

In
this

paper,
w
e

im
prove

on
this

technique
by

obtain-

ing
the

im
portance

function
in

a
com

positional m
anner.

W
e

consider
the

system
m

odelled
as

a
netw

ork
of

interacting

m
odules,

w
here

each
m

odule
is

described
in

term
s

of
an

input/output
stochastic

autom
aton

(IO
SA

)
and

the
inter-

action
is

defined
through

standard
parallel

com
position

[6].

T
he

technique
w
e

propose
w
orks

by
applying

the
m

ethod

of
[1]

per
m

odule,
previous

analysis
of

how
the

local
states

relate
to

the
property

under
study, and

the
final im

portance

function
is

obtained
by

com
posing

the
m

odular
functions.

C
ontrarily

to
the

technique
of

[1],
this

w
ay

of
calculating

the
im

portance
function

grow
s
linearly

w
ith

the
num

ber
of

m
odules

that
conform

the
system

m
odel.

T
he

paper
is

organized
as

follow
s.

Sec.
2

explains
the

foundations
of

our
specification

language.
Sec.

3
briefly

describes
the

im
portance

splitting
technique

and
the

R
E
S-

T
A
R
T

m
ethod.

In
Sec.

4
w
e
introduce

our
technique

for
the

com
positional derivation

of
im

portance
functions.

Sec.
5

re-
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A
b
stract.

W
e

report
in

the
advances

on
stochastic

autom
ata

and
its

use
on

rare
event

sim
ulation.

W
e

review
and

introduce
an

extension
of

IO
SA

,
an

input/output
variant

of
stochastic

autom
ata

that
under

m
ild

constraints
can

be
ensured

to
contain

non-determ
inism

only
in

a
spuri-

ous
m

anner.
T
hat

is,
the

m
odel

can
be

regarded
as

fully
probabilistic

and
hence

am
enable

for
sim

ulation.
W

e
also

report
on

our
latest

w
ork

on
fully

autom
atizing

the
technique

of
rare

event
sim

ulation.
U
sing

the

structure
of

the
m

odel
given

in
term

s
a

netw
ork

of
IO

SA
s

allow
s

us
to

autom
atically

derive
the

im
portance

function,
w
hich

is
crucial

for
the

im
portance

splitting
technique

of
rare

event
sim

ulation.
W

e
conclude

w
ith

experim
ental

results
that

show
how

prom
ising

our
technique

is.

1
Introd

u
ction

Stochastic autom
ata

were introduced
by

D
’A

rgenio
et al. in

[10] as the sem
antics

basis
for

the
com

positional m
odeling

of stochastically
tim

ed
system

s
where

the

occurrence
tim

e
of

events
responds

to
continuous

distributions.
They

can
be

seen
as

a
variant

of tim
ed

autom
ata

[1] where
clocks

are
initialized

random
ly

and
run

backwards, enabling
transitions as soon

as their value
becom

e
0. Based

on
LO

TO
S

[2] and
other

process
algebras, the

first
ideas

for
com

positionality

for stochastic
autom

ata
were

introduced
through

the
process algebra

. Thus,

stochastic autom
ata

and
provide a

natural generalization
of generalized

sem
i-

M
arkov

processes
(G

SM
P) oriented

to
com

positional m
odeling.

H
owever, this fram

ework
cam

e with
the usually

unavoidable non-determ
inism

introduced
by

concurrency. This
is

a
drawback, since, when

determ
inistic, this

type
of general m

odels
could

be
only

analyzed
through

discrete
event

sim
ula-

tion
for

the
big

m
ajority

of quantitative
or

even
qualitative

properties. (M
odel

checking
stochastic

autom
ata

can
only

provide
a

rough
over approxim

ation
and

even
though, with

the
usual lim

itation
given

by
the

state
space

explosion
[19].)

U
nfortunately, sim

ulation
and

non-determ
inism

are
incom

patible
since

sim
ula-

tion
requires

that
all possible

execution
choices

are
resolve

through
random

iza-

tion. This is partly
solved

in
stochastic

autom
ata

by
the

races on
random

clocks
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Statistical m
odel checking

uses
sim

ulation
to

overcom
e

the

state
space

explosion
problem

in
form

al
verification.

Yet
its

runtim
e

explodes
when

faced
with

rare
events,

unless
a

rare
event

sim
ulation

m
ethod

like
im

portance
splitting

is
used.

The
effectiveness

of
im

por-

tance
splitting

hinges on
nontrivial m

odel-specific
inputs: an

im
portance

function
with

m
atching

splitting
thresholds.

This
prevents

its
use

by

non-experts for general classes of m
odels. In

this paper, we
propose

new

m
ethod

com
binations

with
the

goal of fully
autom

ating
the

selection
of

all param
eters

for
im

portance
splitting. W

e
focus

on
transient

(reacha-

bility) properties, which
particularly

challenged
previous techniques, and

present an
exhaustive practical evaluation

of the new
approaches on

case

studies from
the literature. W

e find
that using

R
estart

sim
ulations with

a
com

positionally
constructed

im
portance function

and
thresholds deter-

m
ined

via
a

new
expected

success
m

ethod
m

ost reliably
succeeds and

per-

form
s very

well. O
ur im

plem
entation

within
the

M
odest

T
oolset

sup-

ports various classes of form
al stochastic m

odels and
is publicly

available.

1
Introduction

N
uclear reactors, sm

art power grids, autom
ated

storm
surge barriers, networked

industrial autom
ation

system
s: W

e increasingly
rely

on
critical technical system

s

and
infrastructures whose

failure
would

have
drastic

consequences. It is im
pera-

tive
to

perform
a

quantitative
evaluation

in
the

design
phase

based
on

a
form

al

stochastic m
odel, e.g. on

extensions of continuous-tim
e M

arkov
chains (CTM

C),

stochastic Petri nets (SPN
), or fault trees. O

nly
if the probability

of failure can
be

shown
to

be
suffi

ciently
low

can
the

system
design

be
im

plem
ented. Calculating

such
probabilities—

which
m

ay
be on

the order of 10 −
19

or lower—
is challenging:

For finite-state M
arkov

chains or probabilistic tim
ed

autom
ata

(PTA
[23]), prob-

abilistic
m

odel checking
can

num
erically

approxim
ate

the
desired

probabilities,

but the state space explosion
problem

lim
its it to sm

all m
odels. For other m

odels,

in
particular

those
involving

events
governed

by
general continuous

probability

distributions, m
odel checking

techniques
only

exist
for

specific
subclasses

with

lim
ited

scalability
[26] or m

erely
com

pute
probability

bounds [14].
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Abstract Markov decision processes (MDP) are useful to

model optimisation problems in concurrent systems. To ver-

ify MDPs with efficient Monte Carlo techniques requires

that their nondeterminism be resolved by a scheduler. Recent

work has introduced the elements of lightweight techniques

to sample directly from scheduler space, but finding optimal

schedulers by simple sampling may be inefficient. Here we

describe “smart” sampling algorithms that can make substan-

tial improvements in performance.

Keywords Statistical model checking · Sampling ·

Nondeterminism

1 Introduction

Markov decision processes describe systems that interleave

nondeterministic actions and probabilistic transitions. This

model has proved useful in many real optimisation problems

[33–35] and may be used to represent concurrent proba-

bilistic programs (see, e.g. [1,3]). Such models comprise

probabilistic subsystems whose transitions depend on the

states of the other subsystems, while the order in which

concurrently enabled transitions execute is nondeterministic.

This order may radically affect the behaviour of a system, and

it is thus useful to calculate the upper and lower bounds of

quantitative aspects of performance.

As an example, consider the network of computational

nodes depicted in Fig. 1 (relating to the case study in Sect.

B Axel Legay

axel.legay@inria.fr

1 Universidad Nacional de Córdoba, Córdoba, Argentina

2 Inria Rennes-Bretagne Atlantique, Rennes, France

6.4). Given that one of the nodes is infected by a virus, we

would like to calculate the probability that a target node

becomes infected. If we know the probability that the virus

will pass from one node to the next, we could model the sys-

tem as a discrete time Markov chain and analyse it to find the

probability that any particular node will become infected.

Such a model ignores the possibility that the virus might

actually choose which node to infect, e.g. to maximise its

probability of passing through the barrier layer. Under such

circumstances some nodes might be infected with near cer-

tainty or with only very low probability, but this would not be

adequately captured by the Markov chain. By modelling the

virus’s choice of node as a nondeterministic transition in an

MDP, the maximum and minimum probabilities of infection

can be considered.

Figure 2 shows a typical fragment of an MDP. In a given

state (s0), an action (a1, a2, .
. . ) is chosen nondetermin-

istically to select a distribution of probabilistic transitions

(p1, p2, .
. . or p3, p4, etc.). A probabilistic choice is then

made to select the next state (s1, s2, s3, s4, . . . ). In this work,

we use the term scheduler to refer to a particular way the

nondeterminism in an MDP is resolved. We consider memo-

ryless schedulers, whose choices depend only on the current

state, and history-dependent schedulers whose choices may

also depend on previous states.

Classic analysis of MDPs is concerned with finding the

expected maximum or minimum reward for an execution of

the system, given individual rewards assigned to each of the

actions [2,31]. Rewards may also be assigned to states or tran-

sitions between states [21]. Here we focus on MDPs in the

context of model checking concurrent probabilistic systems,

to find schedulers that maximise or minimise the probabil-

ity of a property. Model checking is an automatic technique

to verify that a system satisfies a property specified in tem-

poral logic [7]. Probabilistic model checking quantifies the
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Abstrac
t. The verifi

catio
n of probabilistic

timed automata involve
s

finding schedulers
that optimise their nondeterm

inistic
choices

with

respect to the probability
of a property.

In practi
ce, approach

es based

on model checking fail due to state
-space explosion

, while simulation
-

based
techniques like statis

tical
model checking are not applicab

le due

to the nondeterm
inism. We presen

t a new lightweight on-the-fly algo-

rithm to find near-o
ptimal schedulers for probabilistic

timed automata.

We make use of the class
ical regio

n and zone abstrac
tions from

timed

automata model checking, coupled with a recen
tly develo

ped smart sam-

pling technique for statis
tical

verifi
catio

n of Markov
decisio

n processe
s.

Our algor
ithm provides estim

ates for both maximum and minimum prob-

abilities
. We compare our new approach

with alter
native

techniques, first

using tract
able examples from

the litera
ture, then motiva

te its scala
bility

using case
studies that are intract

able to numerica
l model checking and

challen
ging for existing statis

tical
techniques.

1 Introduction

Probabilistic
timed automata (PTA) [17] are a popular modelling formalism

for

the analysis of real-ti
me systems. As a generalisa

tion of timed automata (TA) [1],

they support (discrete
) nondeterm

inistic choices
as well as (continuous) non-

determ
inistic timing with hard bounds. As a generalisa

tion of Markov
decision

processes
(MDP), they additionally allow

(discrete
) probabilistic

choices.
A PTA

model can thus combine hard real-ti
me aspects (using fixed or nondeterm

inistic

time bounds) with soft real-ti
me features (using probabilistica

lly chosen delays).

PTA also permit abstract
ion, introducing nondeterm

inism to reduce the model’s

size, and allow
choices between enabled events to be specified as probabilistic

if information
on the frequency of their occurrence is availa

ble, or as nonde-

terministic otherwise. Examples of verification
question

s that can be answered

with PTA include “what is the worst-ca
se probability of the modelled process

meeting its deadline?”, “can it terminate with probability greate
r than p?”, and

“is the probability to spend more than 2 s in an unsafe state greate
r than zero?”

c© Springer Internation
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ABSTRACT

Probabilistic
timed automata are a formal model for real-time systems with discrete probabilistic

and

nondeterministic choices. To overcome the state space explosion problem of exhaustive verification, a

symbolic simulation-based approach that soundly treats nondeterminism to approximate maximum and

minimum reachability probabilities has recently become available. Its use of difference-bound matrices

to handle continuous real time however leads to poor performance: most operations are cubic or even

exponential in the number of clock variables. In this paper, we propose a novel region-based approach

and data structure that reduce the complexity of all operations to being linear. It relies on a particular

mapping between symbolic regions and concrete representative valuations. Using an implementation

within the MODEST TOOLSET, we show that the new approach is not only easier to implement, but indeed

significantly outperforms all current alternatives on standard benchmark models.

1 INTRODUCTION

Probabilistic
timed automata (PTA, Kwiatkowska et al. 2002) are a formal model for real-time systems

with nondeterministic and discrete-probabilistic choices and delays. Their most prominent application is in

the study of distributed algorithms such as network protocols, where real-time behavior (e.g. transmission

delays) and requirements (e.g. on response times) meet uncertain operating environments (e.g. sporadic

message loss) and randomized algorithms (e.g. exponential backoff). PTA also serve as the semantic

foundation for domain-specific languages (van den Berg et al. 2015, Hartmanns, Hermanns, and Bungert

2016) and for the analysis of more expressive formalisms (e.g. Hahn, Hartmanns, and Hermanns 2014).

Nondeterminism is a crucial feature of PTA. It enables abstraction, concurrency, and the representation

of absence of knowledge. For example, in a PTA model of wireless communication, each station may

nondeterministically choose the exact time when it starts to send. In this way, the model remains abstract

w.r.t. any particular ordering and timing of communication. We would then like to answer questions such

as “what is the minimum probability to transmit a complete file within 12s” or “what is the maximum

expected time to success”. In both cases, we implicitly ask for an optimal scheduler to concretely resolve all

nondeterministic choices so as to minimize or maximize the quantity of interest. In our example, this could

mean choosing send times that cause many, few, or just the right combination of collisions on the shared

channel. PTA model checking (Norman, Parker, and Sproston 2013) is a formal verification technique to

precisely compute measures such as the above. It is limited by the state space explosion problem: the

model’s space of reachable configurations, exponential in the number of model variables and their domains,

must be explored and stored in memory for the quantities of interest to be computed via e.g. value iteration.

As statistical model checking (SMC, Younes and Simmons 2002, Hérault et al. 2004), the use of Monte

Carlo simulation to analyze formal models has become popular because it avoids state space explosion: in

a simulation run, only the current and next states are stored, so memory usage is constant. However, SMC

is limited to fully stochastic models like Markov chains or semi-Markov processes since nondeterminism

is incompatible with simulation. It is possible when a concrete scheduler to decide all nondeterministic
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al de Córdoba, Córdoba, Argentina

darg
enio

@fam
af.u

nc.e
du.a

r
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Abstrac
t. Stochastic

automata are a form
al compositio

nal model for

concurrent stochastic
timed system

s, with general distrib
utions and non-

determ
inistic

choices
. Measures of interes

t are defined over
sched

ulers

that resol
ve the nondeterm

inism. In this paper we investi
gate

the power

of vario
us theoret

ically
and practi

cally
motiva

ted class
es of schedulers,

considering the class
ic complete-i

nform
ation

view and a restr
iction

to

non-prophetic schedulers.
We prove

a hierar
chy of scheduler class

es w.r.t.

unbounded probabilistic
reach

ability.
We find that, unlike Markov

ian for-

malism
s, stochastic

automata distinguish most class
es even

in this basic

settin
g. Verificatio

n and strat
egy synthesis methods thus face

a tradeoff

between powerful and efficient class
es. Using lightweight scheduler sam-

pling, we explore this tradeoff and demonstrat
e the concept of a useful

approximative
verifi

catio
n technique for stochastic

automata.

1 Introduction

The need to analyse continuous-time stochastic models arises
in many practica

l

contexts, including critica
l infrastru

ctures [4], rai
lway engineering [36], sp

ace mis-

sion planning [7], an
d security [28]. T

his has led to a number of discrete
event sim-

ulation
tools, such as those for networking [34,35

,42], whose probabilistic
seman-

tics is founded on generalise
d semi-Markov

processes
(GSMP [21,33

]). Nonde-

terminism arises
through inherent concurrency of independent processes

[11],

but may also be deliberate
underspecification

. Modelling such uncertain
ty with

probability is convenient for simulation
, but not always adequate [3,29].

Vari-

ous models and formalisms have thus been proposed to extend continuous-time
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Abstrac
t. Statist

ical model checking avoid
s the state

space explosion

problem in verifi
catio

n and naturally
supports

complex non-Markov
ian

form
alism

s. Yet as a simulation
-based

approach
, its runtime becom

es

excessiv
e in the presen

ce of rare
events, and it cannot soundly analyse

nondeterm
inistic

models. In this tool paper, we presen
t modes:

a sta-

tistic
al model checker

that combines fully automated
importan

ce split-

ting to efficiently estim
ate the probabilities

of rare
events with smart

lightweight scheduler sampling to approximate optimal sch
edulers in non-

determ
inistic

models. As part of the Modest
Toolset

, it supports
a

varie
ty of input form

alism
s native

ly and via the Jani exchange form
at.

A modular softw
are architectu

re allow
s its vario

us featu
res to be flexibly

combined. We highlight its capabilities
with an experimental evalu

ation

acros
s multi-co

re and distrib
uted setups on three exemplary case

studies.

1 Introduction

Statisti
cal model checking (SMC [30,49

]) is a formal verification
technique for

stochastic systems. Using a formal stochastic model, specified as e.g. a continuous-

timeMarkov
chain (CTMC)or a stochasticPetri net (SPN), SMCcan answer ques-

tions such as “what is the probability of system failure between two inspection
s” or

“what is the expected
time to complete a given

workload”. It is gaining popularity

for complex applicatio
nswhere traditional exhaustive probabilistic

model checking

is limitedby the state space explosion
problemandby its inability to efficiently han-

dle non-Markovian formalisms or complex continuous dynamics. At its core, S
MC
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Abstrac
t. Lightweight scheduler sampling brings statis

tical
model

checking to nondeterm
inistic

form
alism

s with undiscou
nted properties

,

in constant memory. Its direct
applicati

on to continuous-tim
e models is

rendered
ineffectiv

e by their dense concrete
state

spaces
and the need to

consider continuous input for optimal decisio
ns. In this paper we describ

e

the challen
ges and state

of the art in applying lightweight scheduler sam-

pling to three continuous-tim
e form

alism
s: After a review of recen

t work

on exploitin
g discret

e abstrac
tions for probabilistic

timed automata,
we

discuss scheduler sampling for Markov
automata and apply it on two case

studies. We provide further insights into the tradeoffs between scheduler

class
es for stochastic

automata. Throughout, we presen
t extended exper-

iments and new visualisat
ions of the distrib

ution
of schedulers.

1 Introduction

Statisti
cal model checking (SMC [24,33

]) is a formal verification
technique for

stochastic systems based on Monte Carlo simulation
. It naturally works with

non-Markovian behaviour and complex continuous dynamics that make the exact

model checking problem intracta
ble. As a simulation

-based approach, however,

SMC is incompatible with nondeterm
inism. Yet (continuous and discrete

) nonde-

terministic choices are desirab
le in formal modelling, for abstract

ion and to rep-

resent concurrency as well as the absence of knowledge. Nondeterm
inism occurs

in many popular formalisms, notably in Markov
decision

processes
(MDP). In

the presence of nondeterm
inism, quantities

of interest
are defined w.r.t. optimal

schedu
lers (also called

policies
, adversar

ies or strate
gies) resolv

ing all nondeter-

ministic choices:
the verification

result is the maximum or minimum probability
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Keyw
ords:

Rare event sim
ulation

Im
portance splitting

Statistical m
odel checking

Transient analysis

Steady-state analysis

In the form
al verification of stochastic system

s, statistical m
odel checking uses sim

ulation 

to overcom
e the state space explosion problem of probabilistic m

odel checking. Yet its 

runtim
e explodes w

hen faced w
ith rare events, unless a rare event sim

ulation m
ethod like 

im
portance splitting is used. The effectiveness of im

portance splitting hinges on nontrivial 

m
odel-specific inputs: an im

portance function w
ith m

atching splitting thresholds. This 

prevents its use by non-experts for general classes of m
odels. In this paper, w

e present 

an autom
ated m

ethod to derive the im
portance function. It considers both the structure 

of the m
odel and of the form

ula characterising the rare event. It is m
em

ory-effi
cient 

by exploiting the com
positional nature of form

al m
odels. W

e experim
entally evaluate it 

in various com
binations w

ith tw
o approaches to threshold selection as w

ell as different 

splitting techniques for steady-state and transient properties. W
e find that Restart

splitting 

com
bined w

ith thresholds determ
ined via a new expected success m

ethod m
ost reliably 

succeeds and perform
s very w

ell for transient properties. It rem
ains com

petitive in the 

steady-state case, w
hich is how

ever challenging to all com
binations w

e consider. All 

m
ethods are im

plem
ented in the

m
odes

tool of the
M
odest

Toolset
and in the

Fig
rare 

event sim
ulator.


2019 Elsevier B.V. All rights reserved.

1. Introduction

Nuclear reactors, sm
art pow

er grids, autom
ated storm

 surge barriers, netw
orked industrial autom

ation system
s: w

e in-

creasingly rely on critical technical system
s and infrastructures w

hose failure or extended unavailability w
ould have drastic 

consequences. It is im
perative to perform

 a quantitative evaluation in the design phase based on a form
al stochastic m

odel, 

e.g. on extensions of continuous-tim
e M

arkov chains (CTM
C), stochastic Petri nets (SPN

), or fault trees. Only after the prob-

ability of failure and the expected unavailability are show
n to be suffi

ciently low can the system
 design be im

plem
ented. 

Calculating such values—
w
hich m

ay be on the order of 10 −
15

or low
er—

is challenging. For finite-state M
arkov chains or 

probabilistic tim
ed autom

ata (PTA
[46]), probabilistic m

odel checking
can num

erically approxim
ate the desired values, but the 

state space explosion problem
 lim

its this approach to sm
all m

odels. For other m
odels, in particular those involving events 

governed by general continuous probability distributions, m
odel checking techniques only exist for specific subclasses w

ith 

lim
ited scalability

[55]
or m

erely com
pute probability bounds

[31].

Statistical m
odel checking

(SM
C
[38,72]), i.e. using M

onte Carlo sim
ulation w

ith form
al m

odels, has becom
e a popular 

alternative for large m
odels and form

alism
s not am

enable to (traditional) probabilistic m
odel checking like stochastic (tim

ed) 
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Abstrac
t.Inthispaperweintroduceanotion

offault-tol
erancedis-

tancebetweenlabeled
transition

system
s.Intuitivel

y,thisnotion
ofdis-

tancemeasuresthedegree
offault-tol

eranceexhibited
byacandidate

system
.Inpracti

ce,therearedifferentkindsoffault-tol
erance,herewe

restr
ictourselv

estotheanalysisofmaskingfault-tol
erancebecauseit

isoften
ahighlydesira

blegoal
forcritic

alsystem
s.Roughlyspeaking,

asystem
ismaskingfault-tol

erantwhenitisabletocompletely
mask

thefaults,notallow
ingthesefaultstohaveanyobserva

bleconsequences

fortheusers.
Wecapturemaskingfault-tol

eranceviaasimulation
rela-

tion,whichisaccom
paniedbyacorre

spondinggamecharact
eriza

tion.

Weenrichtheresultinggameswithquantitati
veobjectiv

estodefinethe

notion
ofmaskingfault-tol

erancedistan
ce.Furthermore,weinvesti

gate

thebasicproperties
ofthisnotion

ofmaskingdistan
ce,andweprove

that

itisadirecte
dsemimetric.

Wehaveimplementedourapproach
inapro-

totypetoolthatautomatica
llycomputesthemaskingdistan

cebetween

anominalsystem
andafault-tol

erantversi
onofit.Wehaveusedthis

tooltomeasurethemaskingtoler
anceofmultipleinstancesofsever

al

case
studies.

1Introduction Fault-tole
ranceallowsfortheconstruction

ofsystemsthatareabletoover-

cometheoccurrenceoffaultsduringtheirexecution.Examplesoffault-tole
rant

systemscanbefoundeverywhere:communication
protocols,hardwarecircuits,

avionicsystems,cryptograp
hiccurrencies,etc.So,theincreasin

greleva
nceof

critica
lsoftwareineverydaylifehasledtoarenewedinterest

intheautomatic
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ór

do
ba

,

M
ed

in
a

A
lle

nd
e

s/
n

(C
iu

da
d

U
ni

ve
rs

ita
ri
a)

, X
50

00
H

U
A

–
C
ór
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s
sy

st
em

at
ic

de
sig

n,
al

lo
wi

ng
th

e d
es

ig
ne

r t
o

fo
cu

s o
n

th
e c

on
st

ru
ct

io
n

of
sm

al
l m

od
els

fo
r t

he

co
m

po
ne

nt
s

wh
os

e
op

er
at

io
na

l b
eh

av
io

r
is

m
os

tly
we

ll
un

de
rs

to
od

, a
nd

on
th

e

sy
nc

hr
on

iza
tio

n
be

tw
ee

n
th

e c
om

po
ne

nt
s,

wh
ich

ar
e i

n
ge

ne
ra

l q
ui

te
ev

id
en

t.
O

n

th
e

ot
he

r h
an

d,
it

fa
cil

ita
te

s t
he

in
te

rc
ha

ng
e

of
co

m
po

ne
nt

s i
n

a
m

od
el,

en
ab

les

co
m

po
sit

io
na

l a
na

ly
sis

, a
nd

he
lp

s
on

at
ta

ck
in

g
th

e
st

at
e

ex
pl

os
io

n
pr

ob
lem

.

In
pa

rt
icu

la
r

we
fo

cu
s

on
m

od
ell

in
g

of
st

oc
ha

st
ic

sy
st

em
fo

r
de

pe
nd

ab
ili

ty

an
d

pe
rfo

rm
an

ce
an

al
ys

is,
an

d
ai

m
to

ge
ne

ra
l m

od
els

th
at

re
qu

ire
m

or
e t

ha
n

th
e

us
ua

l n
eg

at
iv

e
ex

po
ne

nt
ia

l d
ist

rib
ut

io
n.

In
de

ed
, p

he
no

m
en

a
su

ch
as

tim
eo

ut
s i

n

co
m

m
un

ica
tio

n
pr

ot
oc

ol
s,

ha
rd

de
ad

lin
es

in
re

al
-ti

m
e

sy
st

em
s,

hu
m

an
re

sp
on

se

tim
es

or
th

e
va

ria
bi

lit
y

of
th

e
de

la
y

of
so

un
d

an
d

vi
de

o
fra

m
es

(s
o-

ca
lle

d
jit

te
r)
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s
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P
robabilistic

m
odel checking

is
a

pow
erful tool for

analysing

probabilistic
system

s
but

it
can

only
be

effi
ciently

applied
to

M
arkov

m
odels.

M
onte

C
arlo

sim
ulation

provides
an

alternative
for

the
general-

ity
of stochastic

processes, but
becom

es
infeasible

if the
value

to
estim

ate

depends
on

the
occurrence

of
rare

events. T
o

com
bat

this
problem

, intel-

ligent
sim

ulation
strategies

exist
to

low
er

the
estim

ation
variance

and

hence
reduce

the
sim

ulation
tim

e.
Im

portance
splitting

is
one

such
tech-

nique,
but

requires
a

guiding
function

typically
defined

in
an

ad
hoc

fashion
by

an
expert

in
the

field.
W

e
present

an
autom

atic
derivation

of
the

im
portance

function
from

the
m

odel
description.

A
prototypical

tool
w
as

developed
and

tested
on

several
M

arkov
m

odels,
com

pared
to

analytically
and

num
erically

calculated
results

and
to

results
of

typical

ad
hoc

im
portance

functions,
show

ing
the

feasibility
and

effi
ciency

of

this
approach.

T
he

technique
is

easily
adapted

to
general

m
odels

like

G
SM

P
s.

1
Introd

u
ction

N
owadays, system

s are
required

to
have

a
high

degree
of resilience

and
depend-

ability. D
eterm

ining
properties that fail with

extrem
ely

sm
all probability

in
com

-

plex
m

odels
can

be
com

putationally
very

dem
anding.

Though
these

types
of

properties can
be

effi
ciently

calculated
using

num
erical tools, such

as the
m

odel

checker
PR

ISM
[8], this

is
lim

ited
to

finite
M

arkov
m

odels, and, m
oreover, the

representation
through

an
adequate

data
structure

needs to
fit in

the
com

puter

m
em

ory. Beyond
this class of m

odels calculations are lim
ited

to
M

onte Carlo
sim

-

ulation
m

ethods. H
owever, standard

M
onte

Carlo
sim

ulation
m

ay
easily

need
an

enorm
ous am

ount of sam
pling

to
obtain

the
desired

confidence
level of the

esti-

m
ated

probability, in
order

to
com

pensate
for

the
high

variance
induced

by
the

rare
occurrences

of the
objective

property.
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Im
portance

splitting
is

a
technique

to
accelerate

discrete

event
sim

ulation
w
hen

the
value

to
estim

ate
depends

on
the

occurrence
of

rare
events.

It
requires

a
guiding

im
portance

function
typically

defined
in

an
ad

hoc
fashion

by
an

expert

in
the

field,
w
ho

could
choose

an
inadequate

function.
In

this
article

w
e

present
a

com
positional

and
autom

atic
tech-

nique
to

derive
the

im
portance

function
from

the
m

odel
de-

scription, and
analyze

different
com

position
heuristics.

T
his

technique
is

linear
in

the
num

ber
of

m
odules,

in
contrast

to

the
exponential

nature
of

our
previous

proposal.
T
his

ap-

proach
w
as

com
pared

to
crude

sim
ulation

and
to

im
portance

splitting
using

typical
ad

hoc
im

portance
functions.

A
pro-

totypical
tool

w
as

developed
and

tested
on

several
m

odels,

show
ing

the
feasibility

and
effi

ciency
of

the
technique.

1.
INTRO

DUCTIO
N

N
ow

adays,
system

s
are

required
to

have
a

high
degree

of

resilience
and

dependability.
D

eterm
ining

properties
that

fail w
ith

extrem
ely

sm
all probability

in
com

plex
m

odels
can

be
com

putationally
very

dem
anding.

T
hough

such
proper-

ties
can

be
effi

ciently
calculated

using
num

erical
tools,

this

is
lim

ited
to

finite
M

arkov
m

odels, and, m
oreover, the

repre-

sentation
through

an
adequate

data
structure

needs
to

fit
in

the
com

puter
m

em
ory.

B
eyond

this
class

of m
odels, calcula-

tions
are

lim
ited

to
M

onte
C
arlo

sim
ulation

m
ethods.

H
ow

-

ever,
standard

M
onte

C
arlo

sim
ulation

is
im

practical
w
hen

the
probability

of
the

event
under

analysis
is

extrem
ely

low
:

it
w
ill

easily
require

an
enorm

ous
am

ount
of

sam
pling

to

obtain
an

acceptable
confidence

level of
the

estim
ated

prob-

ability, in
order

to
com

pensate
for

the
high

variance
induced

by
the

rare
occurrences

of
such

event.

T
o reduce this considerable need for sim

ulation runs, effi
-

cient M
onte C

arlo sim
ulation techniques have been tailored

to deal w
ith rare events. T

hese can be largely divided into

tw
o 

conceptually 
different 

techniques: 
im

portance

sam
pling and im

portance splitting 
m

ethods. 
W

e focus on

im
portance splitting techniques, see e.g.[14, 18, 19]. Im

portance 

split-

ting
w
orks

by
decom

posing
the

state
space

in
m

ultiple
lev-

els
w
here,

ideally,
the

rare
event

is
at

the
top

level
and

a

level
is

higher
as

the
probability

of
reaching

the
rare

event

grow
s.

T
he

estim
ation

of
the

rare
probability

is
obtained

as

the
product

of
the

estim
ates

of
the

(not
so

rare)
conditional

probabilities
of

m
oving

one
level

up.
A
s
a

consequence,
the

effectiveness
of

this
technique

crucially
depends

on
an

ad-

equate
grouping

of
states

into
levels.

Im
portance

functions

are
the

m
eans

to
assign

a
value

to
each

state
so

that,
if

perfect,
such

value
is

directly
related

to
the

likelihood
of

reaching
the

rare
event.

It
is

desirable
that

a
state

in
the

rare
set

receives
the

highest
im

portance
and

the
im

portance

of
a

state
decreases

according
to

the
probability

of
reaching

a
rare

state
from

it.

U
sually,

an
expert

in
the

area
of

the
system

provides
the

im
portance

function
in

an
ad

hoc
m

anner.
A

badly
chosen

function
can

deteriorate
the

effectiveness
of

the
technique.

W
ith

som
e
notable

exceptions
[1,8,11,15], autom

atic
deriva-

tion
of

im
portance

functions
has

received
scarce

attention.

In
[1] w

e
presented

prelim
inary

results
on

an
effective

tech-

nique
to

derive
autom

atically
an

im
portance

function.
T
he

algorithm
w
orks

by
applying

inverse
breadth

first
search

(B
F
S)

on
the

underlying
graph

of
the

stochastic
process, la-

belling
each

state
w
ith

the
shortest

distance
to

a
rare

state.

T
he

im
portance

of
each

state
is

then
defined

as
the

differ-

ence
betw

een
the

m
axim

um
distance

and
its

actual distance.

T
hough

this
technique

is
not

lim
ited

to
M

arkov
m

odels,
it

still requires
a

finite
graph

w
hich

fits
in

the
com

puter
m

em
-

ory.
U
nfortunately

such
graph

grow
s
exponentially

w
ith

the

num
ber

of
m

odules
that

conform
the

m
odel

of
the

system
.

In
this

paper,
w
e

im
prove

on
this

technique
by

obtain-

ing
the

im
portance

function
in

a
com

positional m
anner.

W
e

consider
the

system
m

odelled
as

a
netw

ork
of

interacting

m
odules,

w
here

each
m

odule
is

described
in

term
s

of
an

input/output
stochastic

autom
aton

(IO
SA

)
and

the
inter-

action
is

defined
through

standard
parallel

com
position

[6].

T
he

technique
w
e

propose
w
orks

by
applying

the
m

ethod

of
[1]

per
m

odule,
previous

analysis
of

how
the

local
states

relate
to

the
property

under
study, and

the
final im

portance

function
is

obtained
by

com
posing

the
m

odular
functions.

C
ontrarily

to
the

technique
of

[1],
this

w
ay

of
calculating

the
im

portance
function

grow
s
linearly

w
ith

the
num

ber
of

m
odules

that
conform

the
system

m
odel.

T
he

paper
is

organized
as

follow
s.

Sec.
2

explains
the

foundations
of

our
specification

language.
Sec.

3
briefly

describes
the

im
portance

splitting
technique

and
the

R
E
S-

T
A
R
T

m
ethod.

In
Sec.

4
w
e
introduce

our
technique

for
the

com
positional derivation

of
im

portance
functions.

Sec.
5

re-

��
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W
e

report
in

the
advances

on
stochastic

autom
ata

and
its

use
on

rare
event

sim
ulation.

W
e

review
and

introduce
an

extension
of

IO
SA

,
an

input/output
variant

of
stochastic

autom
ata

that
under

m
ild

constraints
can

be
ensured

to
contain

non-determ
inism

only
in

a
spuri-

ous
m

anner.
T
hat

is,
the

m
odel

can
be

regarded
as

fully
probabilistic

and
hence

am
enable

for
sim

ulation.
W

e
also

report
on

our
latest

w
ork

on
fully

autom
atizing

the
technique

of
rare

event
sim

ulation.
U
sing

the

structure
of

the
m

odel
given

in
term

s
a

netw
ork

of
IO

SA
s

allow
s

us
to

autom
atically

derive
the

im
portance

function,
w
hich

is
crucial

for
the

im
portance

splitting
technique

of
rare

event
sim

ulation.
W

e
conclude

w
ith

experim
ental

results
that

show
how

prom
ising

our
technique

is.

1
Introd

u
ction

Stochastic autom
ata

were introduced
by

D
’A

rgenio
et al. in

[10] as the sem
antics

basis
for

the
com

positional m
odeling

of stochastically
tim

ed
system

s
where

the

occurrence
tim

e
of

events
responds

to
continuous

distributions.
They

can
be

seen
as

a
variant

of tim
ed

autom
ata

[1] where
clocks

are
initialized

random
ly

and
run

backwards, enabling
transitions as soon

as their value
becom

e
0. Based

on
LO

TO
S

[2] and
other

process
algebras, the

first
ideas

for
com

positionality

for stochastic
autom

ata
were

introduced
through

the
process algebra

. Thus,

stochastic autom
ata

and
provide a

natural generalization
of generalized

sem
i-

M
arkov

processes
(G

SM
P) oriented

to
com

positional m
odeling.

H
owever, this fram

ework
cam

e with
the usually

unavoidable non-determ
inism

introduced
by

concurrency. This
is

a
drawback, since, when

determ
inistic, this

type
of general m

odels
could

be
only

analyzed
through

discrete
event

sim
ula-

tion
for

the
big

m
ajority

of quantitative
or

even
qualitative

properties. (M
odel

checking
stochastic

autom
ata

can
only

provide
a

rough
over approxim

ation
and

even
though, with

the
usual lim

itation
given

by
the

state
space

explosion
[19].)

U
nfortunately, sim

ulation
and

non-determ
inism

are
incom

patible
since

sim
ula-

tion
requires

that
all possible

execution
choices

are
resolve

through
random

iza-

tion. This is partly
solved

in
stochastic

autom
ata

by
the

races on
random

clocks

c©
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Statistical m
odel checking

uses
sim

ulation
to

overcom
e

the

state
space

explosion
problem

in
form

al
verification.

Yet
its

runtim
e

explodes
when

faced
with

rare
events,

unless
a

rare
event

sim
ulation

m
ethod

like
im

portance
splitting

is
used.

The
effectiveness

of
im

por-

tance
splitting

hinges on
nontrivial m

odel-specific
inputs: an

im
portance

function
with

m
atching

splitting
thresholds.

This
prevents

its
use

by

non-experts for general classes of m
odels. In

this paper, we
propose

new

m
ethod

com
binations

with
the

goal of fully
autom

ating
the

selection
of

all param
eters

for
im

portance
splitting. W

e
focus

on
transient

(reacha-

bility) properties, which
particularly

challenged
previous techniques, and

present an
exhaustive practical evaluation

of the new
approaches on

case

studies from
the literature. W

e find
that using

R
estart

sim
ulations with

a
com

positionally
constructed

im
portance function

and
thresholds deter-

m
ined

via
a

new
expected

success
m

ethod
m

ost reliably
succeeds and

per-

form
s very

well. O
ur im

plem
entation

within
the

M
odest

T
oolset

sup-

ports various classes of form
al stochastic m

odels and
is publicly

available.

1
Introduction

N
uclear reactors, sm

art power grids, autom
ated

storm
surge barriers, networked

industrial autom
ation

system
s: W

e increasingly
rely

on
critical technical system

s

and
infrastructures whose

failure
would

have
drastic

consequences. It is im
pera-

tive
to

perform
a

quantitative
evaluation

in
the

design
phase

based
on

a
form

al

stochastic m
odel, e.g. on

extensions of continuous-tim
e M

arkov
chains (CTM

C),

stochastic Petri nets (SPN
), or fault trees. O

nly
if the probability

of failure can
be

shown
to

be
suffi

ciently
low

can
the

system
design

be
im

plem
ented. Calculating

such
probabilities—

which
m

ay
be on

the order of 10 −
19

or lower—
is challenging:

For finite-state M
arkov

chains or probabilistic tim
ed

autom
ata

(PTA
[23]), prob-

abilistic
m

odel checking
can

num
erically

approxim
ate

the
desired

probabilities,

but the state space explosion
problem

lim
its it to sm

all m
odels. For other m

odels,

in
particular

those
involving

events
governed

by
general continuous

probability

distributions, m
odel checking

techniques
only

exist
for

specific
subclasses

with

lim
ited

scalability
[26] or m

erely
com

pute
probability

bounds [14].
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Abstract Markov decision processes (MDP) are useful to

model optimisation problems in concurrent systems. To ver-

ify MDPs with efficient Monte Carlo techniques requires

that their nondeterminism be resolved by a scheduler. Recent

work has introduced the elements of lightweight techniques

to sample directly from scheduler space, but finding optimal

schedulers by simple sampling may be inefficient. Here we

describe “smart” sampling algorithms that can make substan-

tial improvements in performance.

Keywords Statistical model checking · Sampling ·

Nondeterminism

1 Introduction

Markov decision processes describe systems that interleave

nondeterministic actions and probabilistic transitions. This

model has proved useful in many real optimisation problems

[33–35] and may be used to represent concurrent proba-

bilistic programs (see, e.g. [1,3]). Such models comprise

probabilistic subsystems whose transitions depend on the

states of the other subsystems, while the order in which

concurrently enabled transitions execute is nondeterministic.

This order may radically affect the behaviour of a system, and

it is thus useful to calculate the upper and lower bounds of

quantitative aspects of performance.

As an example, consider the network of computational

nodes depicted in Fig. 1 (relating to the case study in Sect.

B Axel Legay

axel.legay@inria.fr

1 Universidad Nacional de Córdoba, Córdoba, Argentina

2 Inria Rennes-Bretagne Atlantique, Rennes, France

6.4). Given that one of the nodes is infected by a virus, we

would like to calculate the probability that a target node

becomes infected. If we know the probability that the virus

will pass from one node to the next, we could model the sys-

tem as a discrete time Markov chain and analyse it to find the

probability that any particular node will become infected.

Such a model ignores the possibility that the virus might

actually choose which node to infect, e.g. to maximise its

probability of passing through the barrier layer. Under such

circumstances some nodes might be infected with near cer-

tainty or with only very low probability, but this would not be

adequately captured by the Markov chain. By modelling the

virus’s choice of node as a nondeterministic transition in an

MDP, the maximum and minimum probabilities of infection

can be considered.

Figure 2 shows a typical fragment of an MDP. In a given

state (s0), an action (a1, a2, .
. . ) is chosen nondetermin-

istically to select a distribution of probabilistic transitions

(p1, p2, .
. . or p3, p4, etc.). A probabilistic choice is then

made to select the next state (s1, s2, s3, s4, . . . ). In this work,

we use the term scheduler to refer to a particular way the

nondeterminism in an MDP is resolved. We consider memo-

ryless schedulers, whose choices depend only on the current

state, and history-dependent schedulers whose choices may

also depend on previous states.

Classic analysis of MDPs is concerned with finding the

expected maximum or minimum reward for an execution of

the system, given individual rewards assigned to each of the

actions [2,31]. Rewards may also be assigned to states or tran-

sitions between states [21]. Here we focus on MDPs in the

context of model checking concurrent probabilistic systems,

to find schedulers that maximise or minimise the probabil-

ity of a property. Model checking is an automatic technique

to verify that a system satisfies a property specified in tem-

poral logic [7]. Probabilistic model checking quantifies the
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Abstrac
t. The verifi

catio
n of probabilistic

timed automata involve
s

finding schedulers
that optimise their nondeterm

inistic
choices

with

respect to the probability
of a property.

In practi
ce, approach

es based

on model checking fail due to state
-space explosion

, while simulation
-

based
techniques like statis

tical
model checking are not applicab

le due

to the nondeterm
inism. We presen

t a new lightweight on-the-fly algo-

rithm to find near-o
ptimal schedulers for probabilistic

timed automata.

We make use of the class
ical regio

n and zone abstrac
tions from

timed

automata model checking, coupled with a recen
tly develo

ped smart sam-

pling technique for statis
tical

verifi
catio

n of Markov
decisio

n processe
s.

Our algor
ithm provides estim

ates for both maximum and minimum prob-

abilities
. We compare our new approach

with alter
native

techniques, first

using tract
able examples from

the litera
ture, then motiva

te its scala
bility

using case
studies that are intract

able to numerica
l model checking and

challen
ging for existing statis

tical
techniques.

1 Introduction

Probabilistic
timed automata (PTA) [17] are a popular modelling formalism

for

the analysis of real-ti
me systems. As a generalisa

tion of timed automata (TA) [1],

they support (discrete
) nondeterm

inistic choices
as well as (continuous) non-

determ
inistic timing with hard bounds. As a generalisa

tion of Markov
decision

processes
(MDP), they additionally allow

(discrete
) probabilistic

choices.
A PTA

model can thus combine hard real-ti
me aspects (using fixed or nondeterm

inistic

time bounds) with soft real-ti
me features (using probabilistica

lly chosen delays).

PTA also permit abstract
ion, introducing nondeterm

inism to reduce the model’s

size, and allow
choices between enabled events to be specified as probabilistic

if information
on the frequency of their occurrence is availa

ble, or as nonde-

terministic otherwise. Examples of verification
question

s that can be answered

with PTA include “what is the worst-ca
se probability of the modelled process

meeting its deadline?”, “can it terminate with probability greate
r than p?”, and

“is the probability to spend more than 2 s in an unsafe state greate
r than zero?”
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ABSTRACT

Probabilistic
timed automata are a formal model for real-time systems with discrete probabilistic

and

nondeterministic choices. To overcome the state space explosion problem of exhaustive verification, a

symbolic simulation-based approach that soundly treats nondeterminism to approximate maximum and

minimum reachability probabilities has recently become available. Its use of difference-bound matrices

to handle continuous real time however leads to poor performance: most operations are cubic or even

exponential in the number of clock variables. In this paper, we propose a novel region-based approach

and data structure that reduce the complexity of all operations to being linear. It relies on a particular

mapping between symbolic regions and concrete representative valuations. Using an implementation

within the MODEST TOOLSET, we show that the new approach is not only easier to implement, but indeed

significantly outperforms all current alternatives on standard benchmark models.

1 INTRODUCTION

Probabilistic
timed automata (PTA, Kwiatkowska et al. 2002) are a formal model for real-time systems

with nondeterministic and discrete-probabilistic choices and delays. Their most prominent application is in

the study of distributed algorithms such as network protocols, where real-time behavior (e.g. transmission

delays) and requirements (e.g. on response times) meet uncertain operating environments (e.g. sporadic

message loss) and randomized algorithms (e.g. exponential backoff). PTA also serve as the semantic

foundation for domain-specific languages (van den Berg et al. 2015, Hartmanns, Hermanns, and Bungert

2016) and for the analysis of more expressive formalisms (e.g. Hahn, Hartmanns, and Hermanns 2014).

Nondeterminism is a crucial feature of PTA. It enables abstraction, concurrency, and the representation

of absence of knowledge. For example, in a PTA model of wireless communication, each station may

nondeterministically choose the exact time when it starts to send. In this way, the model remains abstract

w.r.t. any particular ordering and timing of communication. We would then like to answer questions such

as “what is the minimum probability to transmit a complete file within 12s” or “what is the maximum

expected time to success”. In both cases, we implicitly ask for an optimal scheduler to concretely resolve all

nondeterministic choices so as to minimize or maximize the quantity of interest. In our example, this could

mean choosing send times that cause many, few, or just the right combination of collisions on the shared

channel. PTA model checking (Norman, Parker, and Sproston 2013) is a formal verification technique to

precisely compute measures such as the above. It is limited by the state space explosion problem: the

model’s space of reachable configurations, exponential in the number of model variables and their domains,

must be explored and stored in memory for the quantities of interest to be computed via e.g. value iteration.

As statistical model checking (SMC, Younes and Simmons 2002, Hérault et al. 2004), the use of Monte

Carlo simulation to analyze formal models has become popular because it avoids state space explosion: in

a simulation run, only the current and next states are stored, so memory usage is constant. However, SMC

is limited to fully stochastic models like Markov chains or semi-Markov processes since nondeterminism

is incompatible with simulation. It is possible when a concrete scheduler to decide all nondeterministic

1419
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Abstrac
t. Stochastic

automata are a form
al compositio

nal model for

concurrent stochastic
timed system

s, with general distrib
utions and non-

determ
inistic

choices
. Measures of interes

t are defined over
sched

ulers

that resol
ve the nondeterm

inism. In this paper we investi
gate

the power

of vario
us theoret

ically
and practi

cally
motiva

ted class
es of schedulers,

considering the class
ic complete-i

nform
ation

view and a restr
iction

to

non-prophetic schedulers.
We prove

a hierar
chy of scheduler class

es w.r.t.

unbounded probabilistic
reach

ability.
We find that, unlike Markov

ian for-

malism
s, stochastic

automata distinguish most class
es even

in this basic

settin
g. Verificatio

n and strat
egy synthesis methods thus face

a tradeoff

between powerful and efficient class
es. Using lightweight scheduler sam-

pling, we explore this tradeoff and demonstrat
e the concept of a useful

approximative
verifi

catio
n technique for stochastic

automata.

1 Introduction

The need to analyse continuous-time stochastic models arises
in many practica

l

contexts, including critica
l infrastru

ctures [4], rai
lway engineering [36], sp

ace mis-

sion planning [7], an
d security [28]. T

his has led to a number of discrete
event sim-

ulation
tools, such as those for networking [34,35

,42], whose probabilistic
seman-

tics is founded on generalise
d semi-Markov

processes
(GSMP [21,33

]). Nonde-

terminism arises
through inherent concurrency of independent processes

[11],

but may also be deliberate
underspecification

. Modelling such uncertain
ty with

probability is convenient for simulation
, but not always adequate [3,29].

Vari-

ous models and formalisms have thus been proposed to extend continuous-time
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Abstrac
t. Statist

ical model checking avoid
s the state

space explosion

problem in verifi
catio

n and naturally
supports

complex non-Markov
ian

form
alism

s. Yet as a simulation
-based

approach
, its runtime becom

es

excessiv
e in the presen

ce of rare
events, and it cannot soundly analyse

nondeterm
inistic

models. In this tool paper, we presen
t modes:

a sta-

tistic
al model checker

that combines fully automated
importan

ce split-

ting to efficiently estim
ate the probabilities

of rare
events with smart

lightweight scheduler sampling to approximate optimal sch
edulers in non-

determ
inistic

models. As part of the Modest
Toolset

, it supports
a

varie
ty of input form

alism
s native

ly and via the Jani exchange form
at.

A modular softw
are architectu

re allow
s its vario

us featu
res to be flexibly

combined. We highlight its capabilities
with an experimental evalu

ation

acros
s multi-co

re and distrib
uted setups on three exemplary case

studies.

1 Introduction

Statisti
cal model checking (SMC [30,49

]) is a formal verification
technique for

stochastic systems. Using a formal stochastic model, specified as e.g. a continuous-

timeMarkov
chain (CTMC)or a stochasticPetri net (SPN), SMCcan answer ques-

tions such as “what is the probability of system failure between two inspection
s” or

“what is the expected
time to complete a given

workload”. It is gaining popularity

for complex applicatio
nswhere traditional exhaustive probabilistic

model checking

is limitedby the state space explosion
problemandby its inability to efficiently han-

dle non-Markovian formalisms or complex continuous dynamics. At its core, S
MC
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Abstrac
t. Lightweight scheduler sampling brings statis

tical
model

checking to nondeterm
inistic

form
alism

s with undiscou
nted properties

,

in constant memory. Its direct
applicati

on to continuous-tim
e models is

rendered
ineffectiv

e by their dense concrete
state

spaces
and the need to

consider continuous input for optimal decisio
ns. In this paper we describ

e

the challen
ges and state

of the art in applying lightweight scheduler sam-

pling to three continuous-tim
e form

alism
s: After a review of recen

t work

on exploitin
g discret

e abstrac
tions for probabilistic

timed automata,
we

discuss scheduler sampling for Markov
automata and apply it on two case

studies. We provide further insights into the tradeoffs between scheduler

class
es for stochastic

automata. Throughout, we presen
t extended exper-

iments and new visualisat
ions of the distrib

ution
of schedulers.

1 Introduction

Statisti
cal model checking (SMC [24,33

]) is a formal verification
technique for

stochastic systems based on Monte Carlo simulation
. It naturally works with

non-Markovian behaviour and complex continuous dynamics that make the exact

model checking problem intracta
ble. As a simulation

-based approach, however,

SMC is incompatible with nondeterm
inism. Yet (continuous and discrete

) nonde-

terministic choices are desirab
le in formal modelling, for abstract

ion and to rep-

resent concurrency as well as the absence of knowledge. Nondeterm
inism occurs

in many popular formalisms, notably in Markov
decision

processes
(MDP). In

the presence of nondeterm
inism, quantities

of interest
are defined w.r.t. optimal

schedu
lers (also called

policies
, adversar

ies or strate
gies) resolv

ing all nondeter-

ministic choices:
the verification

result is the maximum or minimum probability
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ords:

Rare event sim
ulation

Im
portance splitting

Statistical m
odel checking

Transient analysis

Steady-state analysis

In the form
al verification of stochastic system

s, statistical m
odel checking uses sim

ulation 

to overcom
e the state space explosion problem of probabilistic m

odel checking. Yet its 

runtim
e explodes w

hen faced w
ith rare events, unless a rare event sim

ulation m
ethod like 

im
portance splitting is used. The effectiveness of im

portance splitting hinges on nontrivial 

m
odel-specific inputs: an im

portance function w
ith m

atching splitting thresholds. This 

prevents its use by non-experts for general classes of m
odels. In this paper, w

e present 

an autom
ated m

ethod to derive the im
portance function. It considers both the structure 

of the m
odel and of the form

ula characterising the rare event. It is m
em

ory-effi
cient 

by exploiting the com
positional nature of form

al m
odels. W

e experim
entally evaluate it 

in various com
binations w

ith tw
o approaches to threshold selection as w

ell as different 

splitting techniques for steady-state and transient properties. W
e find that Restart

splitting 

com
bined w

ith thresholds determ
ined via a new expected success m

ethod m
ost reliably 

succeeds and perform
s very w

ell for transient properties. It rem
ains com

petitive in the 

steady-state case, w
hich is how

ever challenging to all com
binations w

e consider. All 

m
ethods are im

plem
ented in the

m
odes

tool of the
M
odest

Toolset
and in the

Fig
rare 

event sim
ulator.
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1. Introduction

Nuclear reactors, sm
art pow

er grids, autom
ated storm

 surge barriers, netw
orked industrial autom

ation system
s: w

e in-

creasingly rely on critical technical system
s and infrastructures w

hose failure or extended unavailability w
ould have drastic 

consequences. It is im
perative to perform

 a quantitative evaluation in the design phase based on a form
al stochastic m

odel, 

e.g. on extensions of continuous-tim
e M

arkov chains (CTM
C), stochastic Petri nets (SPN

), or fault trees. Only after the prob-

ability of failure and the expected unavailability are show
n to be suffi

ciently low can the system
 design be im

plem
ented. 

Calculating such values—
w
hich m

ay be on the order of 10 −
15

or low
er—

is challenging. For finite-state M
arkov chains or 

probabilistic tim
ed autom

ata (PTA
[46]), probabilistic m

odel checking
can num

erically approxim
ate the desired values, but the 

state space explosion problem
 lim

its this approach to sm
all m

odels. For other m
odels, in particular those involving events 

governed by general continuous probability distributions, m
odel checking techniques only exist for specific subclasses w

ith 

lim
ited scalability

[55]
or m

erely com
pute probability bounds

[31].

Statistical m
odel checking

(SM
C
[38,72]), i.e. using M

onte Carlo sim
ulation w
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al m

odels, has becom
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odels and form

alism
s not am

enable to (traditional) probabilistic m
odel checking like stochastic (tim
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ŔıoCuarto,
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Abstrac
t.Inthispaperweintroduceanotion

offault-tol
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transition

system
s.Intuitivel

y,thisnotion
ofdis-
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offault-tol

eranceexhibited
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system
.Inpracti
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that
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al

case
studies.
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Abstract—Delay Tolerant Networking (DTN) has been pro-

posed to
provide efficient and autonomous store-carry-and-

forward data
transport for space-terrestrial networks. Since

these networks relay on scheduled contact plans, Contact Graph

Routing (CGR) can be used to optim
ize routing and data deliv-

ery performance. However, scheduling uncertainties and faults

induced by the harsh space environment can provoke diffe
rent

network connectivity
than the one assumed in the provisioned

contact plan. In this work, we develop a theoretical model

based on a Markov Decision Process (MDP) to
determine the

Best Routing Under Failures (BRUF). Existing routing solutions

are thus compared with
the analytical bound obtained from

implementing BRUF in PRISM. Results
over random networks

prove that state-of-th
e-art CGR is close to the theoretical delivery

ratio
and that supervised data replication is mandatory to further

improve the performance under uncertain contact plans.

Index Terms—Delay Tolerant Networks, Space and Satellite

Networks, Contact Graph Routing

I. INTRODUCTION

Large-scale satellite networks are becoming increasingly

popular as a means to provide high quality imagery, video and

communication services around the globe [1]. Efficient space-

terrestrial communication technologies, capable of success-

fully moving large volumes of data between space and ground

networks, are a key element in these networks. In this context,

Delay Tolerant Networking (DTN) has been identified as a

novel approach which can meet this goal in a cost-effective

way by relaxing communication requirements and network in-

frastructure usually assumed in traditional protocols. The DTN

architecture, originated from deep-space and interplanetary

networking, embraces the concept of occasionally-connected

networks that may suffer from frequent partitions, high delay,

and that may be comprised of more than one divergent set

of protocols [2]. To this end, a bundle layer that exists at

a layer above the transport (or other) layers of the network,

employs a persistent storage on each DTN node to store-

carry-and-forward data packets called bundles as transmission

opportunities become available.

In the case of space-based networks, the forthcoming

episodes of communications (a.k.a. contacts) and their proper-

ties can be determined in advance based on orbital dynamics.

These types of deterministic DTNs are known as scheduled

DTNs and can take advantage of a contact plan comprising

the future network connectivity in order to optimize data

forwarding. However, scheduled routing solutions such as

Contact Graph Routing (CGR) assumes the estimation of the

future topology status is highly accurate [3]. Indeed, CGR

does not consider scheduling uncertainties such as transient

or permanent faults of nodes, antenna pointing inaccuracies

or unexpected interferences.

Authors in [4] studied satellite networks under opportunistic

and probabilistic routing solutions [5]. Although useful to

minimize calculation effort and to avoid relying on a timely

contact plan distribution, neglecting topological predictability

severely undermines overall performance in space-terrestrial

networks. Instead, DTN nodes can take advantage of contact

plans as it avoids training overhead and facilitates audition,

control and troubleshooting. In this regard, other works fo-

cused on Opportunistic CGR (O-CGR) have sought to ex-

tend CGR to react when unplanned (opportunistic) contacts

occur [6], but the topological information encoded and dis-

tributed in the contact plan was still assumed accurate. After

analyzing CGR reactions to contact prediction inaccuracies

and faults in [7], authors studied different replication strategies

for space-terrestrial DTNs under uncertain contact plans [8].

Nonetheless, results proved that there is not an optimal routing

scheme for all uncertainty ranges in all types of scenarios

under all types of traffic. Indeed, deciding a single routing

framework in space DTNs with potentially inaccurate contact

plans is still an open research question.

In order to deal with routing in space DTNs under uncertain

contact plans, we propose a first theoretical model to determine

the optimal routing solution in any possible scenario. In

particular, given a space DTN described by some traffic to

be delivered to destination, and a contact plan where each

contact has a probability of failure, we seek to determine

the routing decisions which maximizes the probability of

delivering that traffic. We model the problem using a Markov

Decision Process (MDP) and implement it in PRISM [9].

The model serves as an upper theoretical bound not only to

compare existing routing schemes but to configure optimal

static routes in medium-sized space DTNs. We finally compare

the optimal model decisions with those made by CGR and

978-1-5386-4244-3/18/$31.00 ©2018 IEEE
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Large-scale satellite networks are becoming increasingly

popular as a means to provide high quality imagery, video and

communication services around the globe [1]. Efficient space-

terrestrial communication technologies, capable of success-

fully moving large volumes of data between space and ground

networks, are a key element in these networks. In this context,

Delay Tolerant Networking (DTN) has been identified as a

novel approach which can meet this goal in a cost-effective

way by relaxing communication requirements and network in-

frastructure usually assumed in traditional protocols. The DTN

architecture, originated from deep-space and interplanetary

networking, embraces the concept of occasionally-connected

networks that may suffer from frequent partitions, high delay,

and that may be comprised of more than one divergent set

of protocols [2]. To this end, a bundle layer that exists at

a layer above the transport (or other) layers of the network,

employs a persistent storage on each DTN node to store-

carry-and-forward data packets called bundles as transmission

opportunities become available.

In the case of space-based networks, the forthcoming

episodes of communications (a.k.a. contacts) and their proper-

ties can be determined in advance based on orbital dynamics.

These types of deterministic DTNs are known as scheduled

DTNs and can take advantage of a contact plan comprising

the future network connectivity in order to optimize data

forwarding. However, scheduled routing solutions such as

Contact Graph Routing (CGR) assumes the estimation of the

future topology status is highly accurate [3]. Indeed, CGR

does not consider scheduling uncertainties such as transient

or permanent faults of nodes, antenna pointing inaccuracies

or unexpected interferences.

Authors in [4] studied satellite networks under opportunistic

and probabilistic routing solutions [5]. Although useful to

minimize calculation effort and to avoid relying on a timely

contact plan distribution, neglecting topological predictability

severely undermines overall performance in space-terrestrial

networks. Instead, DTN nodes can take advantage of contact

plans as it avoids training overhead and facilitates audition,

control and troubleshooting. In this regard, other works fo-

cused on Opportunistic CGR (O-CGR) have sought to ex-

tend CGR to react when unplanned (opportunistic) contacts

occur [6], but the topological information encoded and dis-

tributed in the contact plan was still assumed accurate. After

analyzing CGR reactions to contact prediction inaccuracies

and faults in [7], authors studied different replication strategies

for space-terrestrial DTNs under uncertain contact plans [8].

Nonetheless, results proved that there is not an optimal routing

scheme for all uncertainty ranges in all types of scenarios

under all types of traffic. Indeed, deciding a single routing

framework in space DTNs with potentially inaccurate contact

plans is still an open research question.

In order to deal with routing in space DTNs under uncertain

contact plans, we propose a first theoretical model to determine

the optimal routing solution in any possible scenario. In

particular, given a space DTN described by some traffic to

be delivered to destination, and a contact plan where each

contact has a probability of failure, we seek to determine

the routing decisions which maximizes the probability of

delivering that traffic. We model the problem using a Markov

Decision Process (MDP) and implement it in PRISM [9].

The model serves as an upper theoretical bound not only to

compare existing routing schemes but to configure optimal

static routes in medium-sized space DTNs. We finally compare

the optimal model decisions with those made by CGR and
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Software doping

No es posible de 
formalizar

❖ Es un problema ético y hasta legal. 

❖ Un software está “dopado” si… 

… el fabricante incluyó una funcionalidad oculta de manera tal 
que el comportamiento resultante favorezca intencionalmente a 
una parte previamente designada, en contra de los intereses de la 
sociedad o el licenciatario del software

Pero …   
propusimos una solución 

técnica (formal)



❖ Memoria:

❖ Un programa es un transformador de memoria:

❖ Variables: 

Entrada de interés:                          Salida de interés:

❖ Software doping

Software doping 
definición formal

µ : Variables ! Valores

(S, µ) + µ0

i 2 Variables
<latexit sha1_base64="eK+/NLNHzR6920udPoFDrh+i9ys="></latexit><latexit sha1_base64="eK+/NLNHzR6920udPoFDrh+i9ys="></latexit><latexit sha1_base64="eK+/NLNHzR6920udPoFDrh+i9ys="></latexit><latexit sha1_base64="eK+/NLNHzR6920udPoFDrh+i9ys="></latexit>

o 2 Variables
<latexit sha1_base64="m/NAWOfq8qCfccVexMHekm49Yi0="></latexit><latexit sha1_base64="m/NAWOfq8qCfccVexMHekm49Yi0="></latexit><latexit sha1_base64="m/NAWOfq8qCfccVexMHekm49Yi0="></latexit><latexit sha1_base64="m/NAWOfq8qCfccVexMHekm49Yi0="></latexit>

S no está dopado si para todas µ1, µ2, µ0
1 y µ0

2,

µ1(i) ⇡ µ2(i)

(S, µ1) + µ0
1

(S, µ2) + µ0
2

9
>=

>;
) µ0

1(o) ⇡ µ0
2(o)

<latexit sha1_base64="IYQxc64/TKNGbcROvZ/6As/tiPc="></latexit><latexit sha1_base64="IYQxc64/TKNGbcROvZ/6As/tiPc="></latexit><latexit sha1_base64="IYQxc64/TKNGbcROvZ/6As/tiPc="></latexit><latexit sha1_base64="IYQxc64/TKNGbcROvZ/6As/tiPc="></latexit>
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Abstrac
t. This paper provides an inform

al discussion
of the form

al

aspects
of softw

are doping.

1 Introduction

Software is the great
innovatio

n enabler of our times. Software runs on hardware.

Usually, software is licensed to the hardware owner, instead
of being owned by

her. And while the owner is in full physical control of the hardware, she usually

has neither physical nor logica
l control over the software. That software however

does not always exploit the offered functionality of the hardware in the best

interest
of the owner. Instead

it may be tweaked
in variou

s manners, driven
by

interests
different from those of the owner or of society.

This situation
may be

aggrav
ated if the software is not running on local hardware but remotely (e.g. in

the cloud) since the software user has now little or no control of its execution.

There is a manifold of facets
to this phenomenon, summarised

as software

doping. It becomes more widespread as software is embedded in ever more

devices of daily use. Yet, we are not aware of any systematic investig
ation

or

formalisati
on from the software engineering perspective

.

This paper reviews known real cases
of software doping, and provides a con-

ceptual account of characte
ristic

behaviour that distinguishes doped from clean

software.

2 Softw
are Doping in the Wild

The simplest and likely
most common example of software doping is that of ink

printers [4] refusing to work when supplied with a toner or ink cartrid
ge of a

third party manufacturer [8], albeit being technically
compatible. More subtle
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Abstrac
t. Usually,

it is the softw
are manufactu

rer who employs verifi
-

catio
n or testin

g to ensure that the softw
are embedded in a device meets

its main objectiv
es. However,

these days we are confronted with the sit-

uation
that economical or technologi

cal reaso
ns might make a manufac-

turer becom
e interes

ted in the softw
are slightly deviatin

g from
its main

objectiv
e for dubious reaso

ns. Examples include lock-in strat
egies

and

the NOx emission
scandals in automotive

industry.
This phenomenon is

what we call softw
are dopin

g. It is turning more widespread
as softw

are

is embedded in ever
more devices of daily use.

The primary contribution
of this artic

le is to provide a hierar
chy of

simple but solid
form

al definition
s that enable to distinguish whether

a progra
m is clean

or doped
. Moreov

er, we show that these charact
eri-

satio
ns provide an immediate

fram
ework for analysis by using alrea

dy

existing verifi
catio

n techniques. We exemplify this by applying self-

compositio
n on sequential progra

ms and model checking of HyperLTL

form
ulas on react

ive models.

1 Introduction

The Volkswagen exhaust emissions scandal [43] has put software doping in the

spotlight: Proprietary
embedded control software does not always exploit func-

tionality offered by a device in the best interest
of the device owner. Instead

the

software may be tweaked
in variou

s manners, driven
by interests

different from

those of the owner or of society.
This is indeed a common characte

ristics
for the

manner how different manufacturers circumvented [12,25
] the diesel emission

regulation
s around the world. The exhaust software was manufactured in such

a way that it heavily polluted the environment, unless the software detecte
d the
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Abstract—We are confronted with a growing number of cases

where device manufacturers equip their products with embedded

software that includes functionalities that are not in the owner’s

interest. Examples include customer lock-in strategies in inkjet

printers and as a prominent case the diesel emissions scandal

in the automotive industry. This software doping phenomenon is

turning more widespread as software is embedded in ever more

devices of daily use.

In this work we present a formal characterization which

can distinguish clean and doped reactive programs, based on

a contract that is assumed to exist between the end user of

a cyber physical device and the manufacturer of the control

software embedded therein. We further discuss our current work

on combining this characterization with the theory of model-

based testing, so as to arrive at a formal basis upon which it will

be possible to perform efficient doping tests in practice.

I. MOTIVATION

Program verification and testing are methods for software

manufacturers to check if their products satisfy certain objec-

tives. Classically, these objectives agree with those of the users

or the general interest. However, we observe a trend where

the interests of the manufacturers diverge from the general

interest, in particular in the context of embedded and cyber-

physical systems. If the software includes functionality that is

in the mere interest of the manufacturer, we call this software

being doped.

Examples of software doping include customer lock-in

strategies as found for instance in inkjet printers [1] that

refuse to work when supplied with a toner or ink cartridge

of a third party manufacturer despite technical compatibility,

and in laptops that refuse to charge if connected to a third-

party battery charger [2]. Such functionalities are clearly in the

interest of the manufacturer, because they boost demand for

original manufacturer accessories or replacement parts instead

of (compatible) third-party parts. They are not in the interest

of the user because of the often excessive pricing of OEM

parts.
The diesel emission scandal received a lot of attention and

is another example of software doping. Modern cars need to

comply to a range of environmental regulations limiting the

level of emissions for various toxic substances, greenhouse

gases, and particles. The prime approach to assure compliance

with these regulations is black-box testing carried out in a

controlled environment: Emission tests are carried out on a

chassis dynamometer where the car is fixed but tires can

rotate freely. During the test, emissions are measured at the

exhaust pipe while the vehicle is made to follow a precisely

defined profile meant to imitate real driving conditions. The

conditions of the test, including speed profile and other details

such as outside temperature, are both standardized and public,

ensuring that the testing can be carried out in a reproducible

way by an independent party, treating the car itself as a black

box.
However, the singularity of the conditions on the chassis dy-

namometer makes it possible to infer when a car is undergoing

an emission test and to intentionally adjust the car behaviour so

as to comply with emission standards, while exceeding them

during normal driving in favour of more economic resource

usage. This surreptitious alteration of functionality is at the

heart of the diesel emissions scandal. It has taken place in

millions of cars equipped with diesel engines in a broad

spectrum of vehicle models originating from various manu-

facturers. A detailled account of how this was achieved in the

case of Volkswagen and of Fiat-Chrysler has been given [3],

illustrating a variety of embedded control mechanisms with

surreptitious functionality inside the cars we drive.

Common to all these examples is that the software user has

little or no control over its execution, and that the functionality

in question is against the interests of user or of society. At the

core of this functionality are proprietary software artefacts and

for the case of the diesel scandal the manufacturers promise

to remove the undesired functionality by an update of their

proprietary software.

Many more examples of software doping exist [4] and it

is turning more widespread as software is embedded in ever

more devices of daily use. The future will thus likely see many

more facets of software doping pestering us.

II. CLEAN AND DOPED SOFTWARE

There is thus a critical research agenda gaining momentum

which focusses on means to identify, understand and even-

tually remedy the various facets of software doping. As a

pivotal step in this endeavour, we need to be able to tell apart

doped software from clean software, be it to certify regulatory

compliance in a cyberphysical environment, be it to prevent

customer lock-in or planned obsolescence by software, be it

to empower trust of device users. The problem of software

doping has been recognized in the literature [5], [4], [6], [7],

[3], and a hierarchy of simple but solid formal definitions

has lately been proposed [8]. It is based on a model of the

embedded software behaviour which in turn is derived from
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Abstrac
t. The softw

are running in embedded or cyber-physical
system

s

(CPS) is typically
of proprieta

ry nature, so users do not know precise
ly

what the system
s they own are (in)capable of doing. Most malfunction

-

ings of such system
s are not intended by the manufactu

rer, but some

are,
which means these cannot be class

ified as bugs or security
loop-

holes.
The most prominent examples have becom

e public in the diesel

emission
s scandal, where million

s of cars
were found to be equipped

with softw
are violati

ng the law, altog
ether polluting the environment

and putting human health
at risk. The behaviour of the softw

are embed-

ded in these cars was intended by the manufactu
rer, but it was not in the

interes
t of society,

a phenomenon that has been called
softw

are dopin
g.

Doped softw
are is significantly different from

buggy or insecure softw
are

and hence it is not possib
le to use class

ical verifi
catio

n and testin
g tech-

niques to discov
er and mitigat

e softw
are doping.

The work presen
ted in this paper builds on existing definition

s of soft-

ware doping and lays the theoret
ical foundation

s for conducting softw
are

doping tests
, so as to enable attac

king evil manufactu
rers.

The complex

nature of softw
are doping makes

it very
hard to effectuate doping tests

in

practi
ce. We explain the bigges

t challen
ges and provide efficient solutions

to realis
e doping tests

despite this complexity.

1 Introduction

Embedded and cyber-physical systems are becoming more and more widespread

as part of our daily life. Printers, mobile phones, smart watches, smart home

equipment, virtual assista
nts, drones and batterie

s are just a few examples. Mod-

ern cars are even composed of a multitude of such systems. These systems can

have a huge impact on our lives,
especially

if they do not work as expected. As

a result, numerous approaches exist to assure quality of a system. The classic
al

and most common type of malfunctioning is what is widely called
“bug”. Usu-

ally, a bug is a very small mistake
in the software or hardware that causes a

behaviour that is not intended or expected. Other types of malfunctioning are

caused by incorrec
t or wrongly interpreted

sensor data, physical deficiencies of

a component, or are simply radiation
-induced.

Another interesti
ng kind of malfunction (also from an ethical perspective

[4])

arises
if the expectatio

n of how the system should behave is different for two (or

c© Springer Nature Switzer
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¿Qué conclusión sacan ustedes?

Las que saco yo: 

❖ No está bueno echarse moco 

➡ hacer lo posible por evitarlos y eliminarlos 

❖ Las fallas inevitablemente ocurren 

➡ tratar efectivamente con ellas y de manera eficiente 

❖ Las fallutadas son una mala costumbre de la disciplina 

➡ No sólo contrarrestarlas ética y legalmente sino también 
técnicamente

Las técnicas formales 
(matemáticas) son cruciales 

para todo esto



Epílogo perturbador



Pr
ef

er
en

ci
as

 d
e 

M
at

er
ia

s 
O

pt
at

iv
as

 
(e

st
ud

ia
nt

es
) 

D
ep

ar
ta

m
en

to
 d

e 
C

om
pu

ta
ci

ón
 

FC
Ey

N
, U

BA

Preferencias de Materias Optativas del claustro de 

estudiantes para el año 2019 

Departamento de Computación - FCEyN, UBA 

 

Ante el pedido de la Secretaría Académica, los representantes estudiantiles en el CoDep 

realizamos una consulta a los estudiantes de la carrera para conocer las materias optativas 

de su preferencia para el año 2019. 

 

La encuesta consistió en que cada persona pueda seleccionar como máximo 4 materias 

que le gustaría  cursar en el 2019. Además, se permitió la opción de seleccionar la opción 

"otra " e indicar áreas de interés en las que les gustaría ver materias optativas a futuro. 

Obtuvimos un total de 104 respuestas.  

 

Las materias optativas listadas en la encuesta fueron seleccionadas recopilando la oferta de 

optativas que hubo en el año 2017 y durante el corriente. Además, se les pidió a los 

profesores que explícitamente indicaran si deseaban que alguna materia aparezca en la 

encuesta. Dichas materias fueron agregadas a la encuesta antes de comenzarla. 

 

A continuación indicamos, para cada materia, la cantidad de personas que expresaron 

deseos de cursarla. 

 

Introducción al Procesamiento del Lenguaje Natural 29 

Programación de Sistemas Operativos 29 

Aprendizaje Automático 27 

Ciencia de Datos 25 

Aprendizaje Profundo / Redes Neuronales Profundas 20 

Programación Concurrente 20 

Algoritmos y Estructuras de Datos Avanzadas / 

Problemas de Grafos y Tratabilidad Computacional 19 

Seguridad de la Información 19 

Arquitectura de Aplicaciones Web 17 

Programación Orientada a Objetos/Diseño Avanzado de Objetos 17 

Computación Móvil 13 

Investigación Operativa 12 

Generación Automática de Casos de Test 10 

Problemas, Algoritmos y Programación 10 

Redes Neuronales 9 

Redes, Sociedad y Economía 9 

Inferencia Bayesiana 8 

Simulación de Eventos Discretos 8 

Computación, Ciencia y Sociedad en la Argentina 7 

Computación Gráfica 7 

Introducción a la Robótica Móvil 7 

Metaheurísticas 7 

Introducción al Procesamiento Digital de Imágenes 6 

Reconocimiento de Patrones 6 

Reescritura (Cálculo Lambda) 6 

Teoría de la computabilidad 6 

Arquitectura y Comunicación de Datos 4 

Visión en Robótica 4 

Introducción al Análisis Formal de Normas Legales 3 

Seminario sobre Algoritmos de Análisis de Secuencias Biológicas 3 

Sistemas Complejos 3 

Validación y Verificación de Programas 3 

Visión por Computadora 3 

Seminario Avanzado de Programación Lineal Entera - 2 

Análisis y Síntesis Automática de Programas 1 

Fundamentos de Especificación de Software 1 

Reglas de Asociación y Patrones Secuenciales - 1 

Seminario Avanzado de Análisis de Programas 1 

Seminario Avanzado sobre Modelos y Algoritmos para el Análisis de Sistemas 1 

Integración de Bases de Conocimiento 1 

 

 

Listamos a continuación las áreas de interés más mencionadas para ser cubiertas a futuro 

en la oferta de optativas: 

- Sistemas Distribuidos y Algoritmos Paralelos 

- GPU 

- Procesamiento de Señales 

- Criptografía 

- Lenguajes de programación y compiladores 

- Software formalmente demostrado 

- Educación, didáctica y epistemología 
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Sólo el 1.8% pondera la importancia 
de la corrección y la confiabilidad
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